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ÂâåäåíèåÂ íàñòîÿùåå âðåìÿ ñèñòåìû îáìåíà ìãíîâåííûìè ñîîáùåíèÿìè (InstantMessaging Systems, IM-ñèñòåìû) ïðèîáðåëè îãðîìíóþ ïîïóëÿðíîñòü. Îáìåíìãíîâåííûìè ñîîáùåíèÿìè ÿâëÿåòñÿ îñíîâíûì ñïîñîáîì îáùåíèÿ äëÿ ìíî-ãèõ ïîëüçîâàòåëåé ñåòè Èíòåðíåò. IM-ñèñòåìû èñïîëüçóþòñÿ óæå íå òîëüêîäëÿ ÷àñòíîé ïåðåïèñêè, íî è äëÿ âåäåíèÿ áèçíåñà: äëÿ ïðîâåäåíèÿ äåëîâûõïåðåãîâîðîâ, çàêëþ÷åíèÿ ñäåëîê, îáùåíèÿ ñ çàêàç÷èêàìè, âíóòðèêîðïîðà-òèâíîãî îáùåíèÿ è ò.ä. Ìîæíî ñìåëî óòâåðæäàòü, ÷òî ñîâðåìåííûé áèç-íåñ, îñîáåííî â ñ�åðå èí�îðìàöèîííûõ òåõíîëîãèé, â çíà÷èòåëüíîé ñòåïå-íè çàâèñèò îò ýòîãî âèäà êîììóíèêàöèé. Ñîîòâåòñòâåííî, âñå áîëåå çíà÷à-ùóþ ðîëü íà÷èíàåò èãðàòü íàäåæíîñòü ñèñòåì îáìåíà ìãíîâåííûìè ñîîá-ùåíèÿìè. Ïîïóëÿðíûå â íàñòîÿùåå âðåìÿ IM-ñèñòåìû â áîëüøèíñòâå ñâîåìÿâëÿþòñÿ öåíòðàëèçîâàííûìè, ò.å. çàâèñÿò îò îäíîãî èëè íåñêîëüêèõ öåí-òðàëüíûõ ñåðâåðîâ, îáû÷íî êîíòðîëèðóåìûõ îäíîé îðãàíèçàöèåé. Èç òàêîãîñïîñîáà îðãàíèçàöèè ñëåäóåò ðÿä íåäîñòàòêîâ. Ñàìûé ãëàâíûé íåäîñòàòîê- ýòî çàâèñèìîñòü ñèñòåìû îò öåíòðàëüíîãî ñåðâåðà. Ïðè âûâåäåíèè åãî èçñòðîÿ ïðåêðàùàåòñÿ �óíêöèîíèðîâàíèå âñåé ñèñòåìû. Ïîýòîìó ê ñåðâåðóïðåäúÿâëÿþòñÿ âûñîêèå òðåáîâàíèÿ â ïëàíå íàäåæíîñòè è îòêàçîóñòîé÷èâî-ñòè ïðîãðàììíîãî è àïïàðàòíîãî îáåñïå÷åíèÿ, îáåñïå÷åíèÿ çàùèòû îò õà-êåðñêèõ àòàê. Ôóíêöèîíèðîâàíèå öåíòðàëèçîâàííîé ñèñòåìû òàêæå ìîæåòáûòü ëåãêî ïðåêðàùåíî àäìèíèñòðàòèâíûìè ìåòîäàìè, íàïðèìåð, ïî óêàçà-íèþ ïðàâèòåëüñòâà, ïóòåì èçúÿòèÿ ñåðâåðà. Òàêèì îáðàçîì, ñåðâåð ëþáîéöåíòðàëèçîâàííîé ñèñòåìû ÿâëÿåòñÿ ñàìûì óÿçâèìûì ìåñòîì. Åùå îäíèìíåäîñòàòêîì öåíòðàëèçîâàííîñòè ÿâëÿåòñÿ çàâèñèìîñòü ïîëüçîâàòåëåé ñè-ñòåìû îò ïîëèòèêè êîíòðîëèðóþùåãî ñèñòåìó ñóáúåêòà (îðãàíèçàöèè èëè�èçè÷åñêîãî ëèöà). Êîíòðîëèðóþùèé ñóáúåêò ìîæåò ïî ñâîåìó óñìîòðåíèþîòêëþ÷àòü îòäåëüíûõ ïîëüçîâàòåëåé, îãðàíè÷èâàòü èõ êîììóíèêàöèîííûåâîçìîæíîñòè, èñïîëüçîâàòü èõ ïåðñîíàëüíûå äàííûå è ñîäåðæèìîå ïåðå-ïèñêè â ñâîèõ öåëÿõ. ßðêèì ïðèìåðîì ÿâëÿþòñÿ íåäàâíèå îòêëþ÷åíèÿ àëü-òåðíàòèâíûõ êëèåíòîâ ñèñòåìû ICQ, îñóùåñòâëåííûå êîìïàíèåé AOL.�àçðàáàòûâàåìàÿ â äàííîé ðàáîòå ñèñòåìà ÿâëÿåòñÿ ðàñïðåäåëåííîé
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è äåöåíòðàëèçîâàííîé è, áëàãîäàðÿ ñâîèì îðãàíèçàöèîííûì ïðèíöèïàì, íåìîæåò êîíòðîëèðîâàòüñÿ êàêîé-ëèáî îðãàíèçàöèåé èëè ãðóïïîé ëèö. Ôóíê-öèîíèðîâàíèå ñèñòåìû îáåñïå÷èâàåòñÿ çà ñ÷åò ìíîæåñòâà ñåðâåðîâ-óçëîâ,ñâÿçàííûõ ìåæäó ñîáîé è îáñëóæèâàþùèõ ïîëüçîâàòåëåé. Ïîëüçîâàòåëè ñè-ñòåìû íå ïðèâÿçàíû ê êàêîìó-ëèáî îïðåäåëåííîìó óçëó. Åñëè êàêîé-òî óçåëïðåêðàùàåò ðàáîòó, ïîëüçîâàòåëü áóäåò àâòîìàòè÷åñêè ñîåäèíåí ñ äðóãèì äî-ñòóïíûì óçëîì. Äðóãàÿ âàæíàÿ õàðàêòåðèñòèêà IM-ñèñòåì � çàùèùåííîñòüîò ïåðåõâàòà ñîäåðæèìîãî ñîîáùåíèé. Çàùèòà ïåðåäàâàåìîé èí�îðìàöèèîñóùåñòâëÿåòñÿ ïóòåì øè�ðîâàíèÿ. Ìíîãèå ïîïóëÿðíûå â íàñòîÿùåå âðå-ìÿ IM-ñèñòåìû, íàïðèìåð ICQ, ïåðåäàþò èí�îðìàöèþ â îòêðûòîì âèäå.Çàùèùåííîñòü ñîäåðæèìîãî ïåðåïèñêè îïðåäåëÿåòñÿ íå òîëüêî êðèïòîñòîé-êîñòüþ ïðèìåíÿåìûõ àëãîðèòìîâ øè�ðîâàíèÿ, íî è ñïîñîáîì ðåàëèçàöèèøè�ðîâàíèÿ, à òàêæå îðãàíèçàöèåé îáìåíà êëþ÷àìè øè�ðîâàíèÿ. Äîñòà-òî÷íî ðàñïðîñòðàíåíà òàêàÿ ñõåìà øè�ðîâàíèÿ, êîãäà ñîîáùåíèå øè�ðóþò-ñÿ îòïðàâèòåëåì îäíèì êëþ÷îì è ïåðåäàåòñÿ íà ñåðâåð, çàòåì ñåðâåð ðàñ-øè�ðîâûâàåò ñîîáùåíèå, çàøè�ðîâûâàåò åãî äðóãèì êëþ÷îì è ïåðåñûëàåòïîëó÷àòåëþ. Â ÷àñòíîñòè, òàêàÿ ñõåìà èñïîëüçóåòñÿ â IM-ñèñòåìàõ, îñíîâàí-íûõ íà ïðîòîêîëå Jabber. Íåäîñòàòêîì äàííîé ñõåìû ÿâëÿåòñÿ âîçìîæíîñòüäîñòóïà ê ñîäåðæèìîìó ñîîáùåíèé, ïðîõîäÿùèõ ÷åðåç ñåðâåð, ñóáúåêòîì,êîíòðîëèðóþùèì äàííûé ñåðâåð. Â ðàçðàáàòûâàåìîé ñèñòåìå øè�ðîâàíèåâûïîëíÿåòñÿ â êàíàëå êëèåíò-êëèåíò. Öåëü äàííîé ðàáîòû � ñïðîåêòèðîâàòüè ðàçðàáîòàòü ðàñïðåäåëåííóþ çàùèùåííóþ ñèñòåìó îáìåíà ìãíîâåííûìèñîîáùåíèÿìè. Íàäåæíîñòü è îòêàçîóñòîé÷èâîñòü ñèñòåìû äîëæíà îáåñïå÷è-âàòüñÿ çà ñ÷åò íàëè÷èÿ áîëüøîãî êîëè÷åñòâà íåçàâèñèìûõ ñåðâåðîâ-óçëîâ,îñóùåñòâëÿþùèõ �óíêöèè àâòîðèçàöèè ïîëüçîâàòåëåé, ïîèñêà ïîëüçîâàòå-ëåé è ïåðåñûëêè äàííûõ. Âûõîä óçëîâ èç ñòðîÿ íå äîëæåí íàðóøàòü �óíêöè-îíèðîâàíèÿ ñèñòåìû â öåëîì, ñèñòåìà äîëæíà �óíêöèîíèðîâàòü, ïîêà äåé-ñòâóåò õîòÿ áû îäèí óçåë.
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1 Îáçîð ñóùåñòâóþùèõ ñèñòåìîáìåíà ìãíîâåííûìè ñîîáùåíèÿìèÂ íàñòîÿùåå âðåìÿ íà ïðèíöèïàõ ðàñïðåäåëåííîñòè è äåöåíòðàëèçî-âàííîñòè ïîñòðîåíû ìíîãèå ðàñïðîñòðàíåííûå �àéëîîáìåííûå ñåòè. Îäíàêîâ ñ�åðå êîììóíèêàöèé ïðåîáëàäàþò öåíòðàëèçîâàííûå ñèñòåìû. Èç îòíî-ñèòåëüíî ïîïóëÿðíûõ ðàñïðåäåëåííûõ è äåöåíòðàëèçîâàííûõ ñèñòåì ìîæ-íî âûäåëèòü Skype è Jabber. Òàêæå ìîæíî óïîìÿíóòü DAPIM (Distributed,Anonymous and Private Instant Messenger) � ðàçðàáîòêó ñòóäåíòîâ èç óíè-âåðñèòåòà Êåíò, Âåëèêîáðèòàíèÿ [1℄. Äàííàÿ ðàçðàáîòêà âåñüìà áëèçêà ïîïðèíöèïàì ïîñòðîåíèÿ ðàçðàáàòûâàåìîé â äàííîé ðàáîòå ñèñòåìå, îäíàêîîíà, ïî âñåé âèäèìîñòè, ÿâëÿåòñÿ íåçàâåðøåííîé, ò.ê. íèêàêèõ äàëüíåéøèõóïîìèíàíèé î íåé â ñåòè Èíòåðíåò îáíàðóæèòü íå óäàëîñü.1.1 Îáçîð SkypeÑèñòåìà Skype ïðåèìóùåñòâåííî ïðåäíàçíà÷åíà äëÿ ñîâåðøåíèÿ çâîí-êîâ ÷åðåç Èíòåðíåò. Ïî ïðèíöèïó îðãàíèçàöèè âçàèìîñâÿçåé ìåæäó ïîëüçî-âàòåëÿìè ñðåäè ðàñïðîñòðàíåííûõ ñèñòåì Skype íàèáîëåå áëèçêà ê ðàññìàò-ðèâàåìîé â äàííîé ðàáîòå ñèñòåìå. Skype ÿâëÿåòñÿ çàêðûòîé ðàçðàáîòêîé,ïîýòîìó íè ñïåöè�èêàöèè ïðîòîêîëà, íè ïðèíöèïû âçàèìîäåéñòâèÿ óçëîâñåòè, íè èñõîäíûé êîä íå ÿâëÿþòñÿ ïóáëè÷íî äîñòóïíûìè. Îáùèå ïðèíöèïûîðãàíèçàöèè âçàèìîäåéñòâèÿ êîìïîíåíòîâ ñåòè Skype èçâåñòíû áëàãîäàðÿíåçàâèñèìûì èññëåäîâàíèÿì, â ÷àñòíîñòè [2℄. �àññìîòðèì êëþ÷åâûå ìî-ìåíòû. Êàæäûé êëèåíò Skype ìîæåò ñîåäèíÿòüñÿ ñî ñâîèì ñîáåñåäíèêîìíàïðÿìóþ ëèáî ïîñðåäñòâîì ò.í ñóïåð-óçëîâ (super nodes). Ñóïåð-óçëîì ìî-æåò ñòàòü ëþáîé êëèåíò Skype, èìåþùèé ïóáëè÷íûé IP-àäðåñ â ñåòè Èí-òåðíåò, äîñòàòî÷íóþ ïðîïóñêíóþ ñïîñîáíîñòü êàíàëà ñâÿçè è äîñòàòî÷íûåâû÷èñëèòåëüíûå ðåñóðñû. Ïðîáëåìà â òîì, ÷òî ýòî ïðîèñõîäèò áåç âåäîìàïîëüçîâàòåëÿ. Åñëè åãî êëèåíòñêîå ïðèëîæåíèå ïåðåøëî â ðåæèì ñóïåð-óçëà,òî îíî ïîòðåáëÿåò áîëüøèå îáúåìû ñåòåâîãî òðà�èêà, ò.ê. ïðîïóñêàåò ÷åðåçñåáÿ çâîíêè áîëüøîãî êîëè÷åñòâà äðóãèõ ïîëüçîâàòåëåé. �åãèñòðàöèÿ íî-
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âûõ ïîëüçîâàòåëåé è àâòîðèçàöèÿ çàðåãèñòðèðîâàííûõ îñóùåñòâëÿåòñÿ ÷åðåçåäèíñòâåííûé ñåðâåð àâòîðèçàöèè. Âñëåäñòâèå ýòîãî Skype íåëüçÿ ñ÷èòàòüïîëíîöåííîé äåöåíòðàëèçîâàííîé ñèñòåìîé. Ïðåêðàùåíèå ðàáîòû ñåðâåðààâòîðèçàöèè âåäåò ê ïðåêðàùåíèþ ðàáîòû âñåé ñåòè Skype. Òàêîé ñëó÷àéóæå èìåë ìåñòî 16 àâãóñòà 2007 ãîäà [3℄. Skype íåëüçÿ ñ÷èòàòü çàùèùåí-íîé ñèñòåìîé â ïëàíå îáåñïå÷åíèÿ ïðèâàòíîñòè ïåðåäàâàåìîé èí�îðìàöèè,ò.ê. ïðîãðàììíîå îáåñïå÷åíèå Skype ÿâëÿåòñÿ çàêðûòûì, ÷òî íå ãàðàíòèðóåòîòñóòñòâèå òàéíûõ çàêëàäîê â ïðîãðàììíîì êîäå. Â ÷àñòíîñòè, ïðàâîîõðàíè-òåëüíûå îðãàíû Àâñòðèè ñîîáùàëè îá óñïåøíîì ïðîñëóøèâàíèè ðàçãîâîðîâSkype [4℄. Êîìïàíèÿ Skype îòêàçàëàñü îò î�èöèàëüíûõ êîììåíòàðèåâ ïîýòîìó ïîâîäó.1.2 Îáçîð JabberÂ îòëè÷èå îò Skype, Jabber ÿâëÿåòñÿ îòêðûòîé ñèñòåìîé, ñïåöè�èêà-öèè ïðîòîêîëà Jabber � XMPP äîñòóïíû âñåì æåëàþùèì. Òàêæå ñóùåñòâóåòìíîæåñòâî îòêðûòûõ ðåàëèçàöèé ñåðâåðîâ è êëèåíòîâ Jabber. �àñïðåäåëåí-íûå ñåòè íà îñíîâå Jabber �óíêöèîíèðóþò ïóòåì âçàèìîäåéñòâèÿ ìíîãèõJabber-ñåðâåðîâ. Ïðèíöèï �óíêöèîíèðîâàíèÿ ñåòåé è àäðåñàöèè ïîëüçîâàòå-ëåé Jabber âî ìíîãîì ñîîòâåòñòâóåò ïðèíöèïàì ýëåêòðîííîé ïî÷òû (e-mail).Îäíàêî èç òàêîé ñõåìû âûòåêàåò ñåðüåçíûé íåäîñòàòîê, çàêëþ÷àþùèéñÿ âòîì, ÷òî ó÷åòíûå çàïèñè ïîëüçîâàòåëåé ïðèâÿçàíû ê îïðåäåëåííîìó ñåðâåðó.Ïðè âûõîäå ýòîãî ñåðâåðà èç ñòðîÿ �óíêöèîíèðîâàíèå âñåé ñèñòåìû íå áóäåòíàðóøåíî, íî ïîëüçîâàòåëè, õðàíÿùèå ñâîè ó÷åòíûå çàïèñè íà äàííîì ñåðâå-ðå, íå ñìîãóò âûéòè â ñåòü. Ïîýòîìó Jabber íå ìîæåò ñ÷èòàòüñÿ ïîëíîöåííîéðàñïðåäåëåííîé è äåöåíòðàëèçîâàííîé ñèñòåìîé.1.3 Îáçîð DAPIMÑèñòåìà DAPIM çàäóìàíà êàê äåöåíòðàëèçîâàííàÿ ñåòü ðàñïðåäåëåí-íûõ óçëîâ, îñóùåñòâëÿþùèõ àíîíèìíóþ ìàðøðóòèçàöèþ ñîîáùåíèé. Â ñè-ñòåìå ïðèìåíÿåòñÿ øè�ðîâàíèå. Êàæäûé êëèåíò ÿâëÿåòñÿ óçëîì ñåòè è ìî-æåò îñóùåñòâëÿòü ïåðåñûëêó ñîîáùåíèé äëÿ äðóãèõ óçëîâ. Ïðè çàïóñêå êëè-
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åíòñêîå ïðèëîæåíèå ñ÷èòûâàåò ñïèñîê àäðåñîâ óçëîâ DAPIM è îñóùåñòâëÿåòïîïûòêó ïîäêëþ÷åíèÿ ê íèì. Ïðè óñïåøíîì ïîäêëþ÷åíèè ïðèëîæåíèå ïîëó-÷àåò àêòóàëüíûé ñïèñîê àêòèâíûõ óçëîâ, îäíàêî ñïèñîê ñîäåðæèò íå áîëåå100 çàïèñåé, ò.å. ââåäåíî èñêóññòâåííîå îãðàíè÷åíèå. Êàêèõ-ëèáî êîíêðåò-íûõ ïðèíöèïîâ àâòîðèçàöèè ïîëüçîâàòåëåé â îïèñàíèè îáíàðóæåíî íå áûëî.Ïðîòîòèï êëèåíòñêîãî ïðèëîæåíèÿ DAPIM ðàçðàáîòàí íà ÿçûêå Java.
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2 Çàäà÷à ðàçðàáîòêè ðàñïðåäåëåííîéçàùèùåííîé ñèñòåìû îáìåíàìãíîâåííûìè ñîîáùåíèÿìè2.1 Öåëü è íàçíà÷åíèå ñèñòåìûÍàçíà÷åíèå ñèñòåìû � îñóùåñòâëÿòü íàäåæíûé è çàùèùåííûé îáìåíòåêñòîâûìè ñîîáùåíèÿìè è èíûìè âèäàìè èí�îðìàöèè â ðåàëüíîì âðåìå-íè. Öåëü � ñîçäàíèå â ñåòè Èíòåðíåò äåöåíòðàëèçîâàííîé ðàñïðåäåëåííîéñèñòåìû îáìåíà ñîîáùåíèÿìè, êîòîðàÿ èñêëþ÷àåò âîçìîæíîñòü ïåðåõâàòàïåðåäàâàåìîé ïî ñåòè èí�îðìàöèè òðåòüèìè ëèöàìè. Ôóíêöèîíèðîâàíèåñèñòåìû îáåñïå÷èâàåòñÿ ìíîæåñòâîì ñåðâåðîâ-óçëîâ, âçàèìîäåéñòâóþùèõìåæäó ñîáîé. Ïîëüçîâàòåëè íå äîëæíû çàâèñåòü îò êàêîãî-òî îïðåäåëåííîãîóçëà. Âûõîä óçëîâ èç ñòðîÿ íå äîëæåí íàðóøàòü ðàáîòîñïîñîáíîñòü ñåòè,ñèñòåìà äîëæíà �óíêöèîíèðîâàòü, ïîêà ðàáîòàåò õîòÿ áû îäèí óçåë. Ñèñòå-ìà äîëæíà áûòü óñòîé÷èâà ê ïîïûòêàì ïðåêðàùåíèÿ åå �óíêöèîíèðîâàíèÿïóòåì âûâåäåíèÿ èç ñòðîÿ îòäåëüíûõ óçëîâ ñèñòåìû ëèáî èíûìè ñïîñîáà-ìè, âîçìîæíîñòè ïî îãðàíè÷åíèþ äîñòóïà ïîëüçîâàòåëåé ê ñèñòåìå äîëæíûáûòü ìàêñèìàëüíî çàòðóäíåíû òåõíè÷åñêè.2.2 Àðõèòåêòóðà ñèñòåìûÏðîãðàììíîå îáåñïå÷åíèå ñèñòåìû äîëæíî ñîñòîÿòü èç ñåðâåðíîé èêëèåíòñêîé ÷àñòè. Êëèåíòñêàÿ ÷àñòü (êëèåíò) ÿâëÿåòñÿ ïðèëîæåíèåì, êî-òîðîå ñîäåðæèò ãðà�è÷åñêèé èíòåð�åéñ ïîëüçîâàòåëÿ è îáåñïå÷èâàåò ïîä-êëþ÷åíèå ê ñèñòåìå, àâòîðèçàöèþ â ñèñòåìå, ââîä îòïðàâëÿåìûõ ñîîáùåíèé,îòîáðàæåíèå ïîëó÷åííûõ ñîîáùåíèé, õðàíåíèå êîíòàêòîâ ñîáåñåäíèêîâ, õðà-íåíèå ñïèñêà àäðåñîâ ñåðâåðîâ-óçëîâ ñèñòåìû è ïîääåðæàíèå äàííîãî ñïèñêàâ àêòóàëüíîì ñîñòîÿíèè. Ñîîáùåíèÿ äîëæíû øè�ðîâàòüñÿ ïåðåä îòïðàâêîéè äåøè�ðîâàòüñÿ ïðè ïîëó÷åíèè. Øè�ðîâàíèå è äåøè�ðîâàíèå ñîîáùåíèéäîëæíî âûïîëíÿòüñÿ èñêëþ÷èòåëüíî â êëèåíòñêèõ ïðèëîæåíèÿõ. Ñëåäóåòðàçäåëèòü �óíêöèè ãðà�è÷åñêîãî èíòåð�åéñà, õðàíåíèÿ êîíòàêòîâ, íàñòðîåê
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�èñóíîê 1� Ñõåìà âçàèìîäåéñòâèÿ êîìïîíåíòîâ ñèñòåìûîò �óíêöèé ðàáîòû ñ ñåòüþ, ïðîòîêîëîì ñèñòåìû, àâòîðèçàöèè. Ïîñëåäíèåíóæíî âûäåëèòü â áèáëèîòåêó. Äàííàÿ áèáëèîòåêà äîëæíà îáëåã÷èòü ðàçðà-áîòêó íîâûõ IM-êëèåíòîâ, ðàáîòàþùèõ ñ ðàçðàáàòûâàåìîé ñèñòåìîé, ëèáîìîäè�èêàöèþ óæå ñóùåñòâóþùèõ. Ñåðâåðíàÿ ÷àñòü ÿâëÿåòñÿ ïðèëîæåíèåì,êîòîðîå îáåñïå÷èâàåò ïåðåäà÷ó ñîîáùåíèé ìåæäó ïîëüçîâàòåëÿìè è �óíê-öèîíèðîâàíèå ñèñòåìû â öåëîì. Ôóíêöèîíèðîâàíèå ñèñòåìû îáåñïå÷èâàåòñÿâçàèìîäåéñòâèåì ìíîæåñòâà óçëîâ. Ïîä óçëîì ïîíèìàåòñÿ çàïóùåííûé ýê-çåìïëÿð ñåðâåðíîãî ïðèëîæåíèÿ ëèáî êîìïüþòåð, ïîäêëþ÷åííûé ê ñåòè èâûïîëíÿþùèé ñåðâåðíîå ïðèëîæåíèå. Êàæäûé êëèåíò â ïðîöåññå ðàáîòûäîëæåí áûòü ïîäêëþ÷åí ê îäíîìó èëè íåñêîëüêèì óçëàì. Êàæäûé óçåë äîë-æåí èìåòü ñîåäèíåíèå ñî âñåìè îñòàëüíûìè óçëàìè. Ñîåäèíåíèÿ äîëæíûâûïîëíÿòüñÿ ïîñðåäñòâîì ïðîòîêîëà TCP. Ñõåìà âçàèìîñâÿçåé óçëîâ è êëè-åíòîâ ïîêàçàíà íà ðèñóíêå 1. Ìîäåëü äàííûõ ñèñòåìû â âèäå äèàãðàììû"ñóùíîñòü-ñâÿçü"îòîáðàæåíà íà ðèñóíêå 2Êëèåíòñêîå è ñåðâåðíîå ïðèëîæåíèÿ äîëæíû ïîääåðæèâàòü ðàáîòó
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�èñóíîê 2� Ìîäåëü äàííûõ ñèñòåìûñ ïðîòîêîëàìè ñåòåâîãî óðîâíÿ IPv4 è IPv6, à òàêæå äîëæíû èìåòü âîç-ìîæíîñòü äîáàâëåíèÿ ïîääåðæêè äðóãèõ ïðîòîêîëîâ ñåòåâîãî óðîâíÿ. Òàêæåêëèåíòñêîå è ñåðâåðíîå ïðèëîæåíèÿ äîëæíû ïîääåðæèâàòü àäðåñàöèþ ïî-ñðåäñòâîì ñèñòåìû DNS.2.3 Ïðîöåññû, ïðîòåêàþùèå â ñèñòåìåÏðîöåññ �óíêöèîíèðîâàíèÿ ñèñòåìû âî âðåìåíè ìîæíî ðàçäåëèòü íàîòäåëüíûå ïðîöåññû. Èç ýòèõ ïðîöåññîâ íàèáîëåå âàæíûìè ÿâëÿþòñÿ:� Ïðîöåññû ïîäêëþ÷åíèÿ íîâûõ óçëîâ (ñåðâåðîâ).� Ïðîöåññû ïîäêëþ÷åíèÿ è àâòîðèçàöèè ïîëüçîâàòåëåé.� Ïðîöåññû ïîèñêà ïîëüçîâàòåëåé.� Ïðîöåññû ñîçäàíèÿ è ïîääåðæàíèÿ ñåàíñîâ (êàíàëîâ) ñâÿçè ìåæäóïîëüçîâàòåëÿìè.� Ïðîöåññ ïîääåðæàíèÿ â àêòóàëüíîì ñîñòîÿíèè ñïèñêà óçëîâ.Íåîòúåìëåìîé ÷àñòüþ çàäà÷è ðàçðàáîòêè ðàññìàòðèâàåìîé ñèñòåìû ÿâëÿ-åòñÿ ðåàëèçàöèÿ ïåðå÷èñëåííûõ âûøå ïðîöåññîâ â âèäå ïðîãðàììíûõ àëãî-ðèòìîâ.
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2.4 Òðåáîâàíèÿ óíèâåðñàëüíîñòè èïåðåíîñèìîñòèÑåðâåðíîå ïðèëîæåíèå äîëæíî áûòü êðîññïëàò�îðìåííûì íà óðîâíåèñõîäíûõ êîäîâ, ò.å. îíî äîëæíî êîìïèëèðîâàòüñÿ è ñîáèðàòüñÿ áåç äîïîë-íèòåëüíûõ ìîäè�èêàöèé íà êàê ìîæíî áîëüøåì êîëè÷åñòâå ñèñòåì. Êðîñ-ñïëàò�îðìåííîñòü äîëæíà áûòü îáåñïå÷åíà, êàê ìèíèìóì, äëÿ îïåðàöèîí-íûõ ñèñòåì íà áàçå Linux è Windows 2000/XP/Vista.Ñèñòåìà äîëæíà ïîääåðæèâàòü ïåðåäà÷ó ñîîáùåíèé íà ëþáûõ ÿçû-êàõ. Äëÿ îáåñïå÷åíèÿ ýòîé ïîääåðæêè äîëæíû ïðèìåíÿòüñÿ ñòàíäàðòû Uniode.Òåêñòîâûå ñîîáùåíèÿ, ïåðåäàâàåìûå ñèñòåìîé, äîëæíû áûòü â êîäèðîâêåUTF8. Òàêæå ñèñòåìà äîëæíà ïîääåðæèâàòü ïåðåäà÷ó èí�îðìàöèè ïðîèç-âîëüíîãî õàðàêòåðà ïîñðåäñòâîì òóííåëèðîâàíèÿ. Ââîä-âûâîä è êîäèðîâàíèåäàííîé èí�îðìàöèè äîëæíû îáåñïå÷èâàòüñÿ ñòîðîííèìè ïðèëîæåíèÿìè íàêîìïüþòåðå ïîëüçîâàòåëÿ.
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3 Àâòîðèçàöèÿ ïîëüçîâàòåëåé âñèñòåìå3.1 Ïðåèìóùåñòâà àâòîðèçàöèè ñ ïîìîùüþöè�ðîâûõ ñåðòè�èêàòîâ ïåðåä äðóãèìèñïîñîáàìè àâòîðèçàöèèÂ íàñòîÿùåå âðåìÿ âî âñåõ ïîïóëÿðíûõ IM-ñèñòåìàõ èñïîëüçóåòñÿ ñõå-ìà àâòîðèçàöèè ïîëüçîâàòåëåé, îñíîâàííàÿ íà èñïîëüçîâàíèè èäåíòè�èêà-òîðà (ëîãèíà) è ïàðîëÿ. �åàëèçàöèÿ òàêîé ñõåìû òðåáóåò õðàíåíèÿ çàïèñåé,ñîïîñòàâëÿþùèõ ëîãèíû è ïàðîëè. Ïðèìåíåíèå òàêîé ñõåìû â ðàñïðåäåëåí-íîé ñèñòåìå ñâÿçàíî ñ îïðåäåëåííûìè òðóäíîñòÿìè. Òðåáóåòñÿ ëèáî íàëè÷èåöåíòðàëüíîãî ñåðâåðà, õðàíÿùåãî ó÷åòíûå äàííûå (ïðè ýòîì ñèñòåìà óæå íåáóäåò ïîëíîñòüþ äåöåíòðàëèçîâàííîé), ëèáî ðåàëèçàöèÿ ðàñïðåäåëåííîé áà-çû äàííûõ ñ ó÷åòíûìè çàïèñÿìè, ÷òî ÿâëÿåòñÿ òåõíè÷åñêè ñëîæíîé çàäà÷åéè ê òîìó æå óâåëè÷èâàåò âåðîÿòíîñòü ïîõèùåíèÿ ó÷åòíûõ äàííûõ çëîóìûø-ëåííèêàìè.Ïîìèìî èñïîëüçîâàíèÿ ïàðîëÿ è ëîãèíà ñóùåñòâóþò è äðóãèå ñïî-ñîáû àâòîðèçàöèè, íàïðèìåð, ñ èñïîëüçîâàíèåì ñìàðò-êàðò, íà îñíîâå áèî-ìåòðè÷åñêèõ äàííûõ (îòïå÷àòêîâ ïàëüöåâ, èçîáðàæåíèÿ ðàäóæíîé îáîëî÷êèãëàçà è ò.ä.). Îäíàêî ýòè ñïîñîáû òðåáóþò íàëè÷èÿ äîïîëíèòåëüíîãî àïïà-ðàòíîãî îáåñïå÷åíèÿ, ÷òî äëÿ ðàññìàòðèâàåìîé ñèñòåìû íåïðèåìëåìî ïîïðè÷èíå ðåçêîãî óìåíüøåíèÿ êðóãà ïîòåíöèàëüíûõ ïîëüçîâàòåëåé.Ïîýòîìó äëÿ ðàçðàáàòûâàåìîé â äàííîé ðàáîòå ñèñòåìû áûë âûáðàíìåòîä àâòîðèçàöèè, îñíîâàííûé íà ïðèìåíåíèè öè�ðîâûõ ñåðòè�èêàòîâ.Äàííûé ìåòîä íàáèðàåò ïîïóëÿðíîñòü â ïîñëåäíåå âðåìÿ. Äëÿ àâòîðèçàöèèïîëüçîâàòåëè ïðåäúÿâëÿþò ñâîé öè�ðîâîé ñåðòè�èêàò, òàêæå â ïðîöåññå àâ-òîðèçàöèè èñïîëüçóåòñÿ çàêðûòûé êëþ÷, ñîîòâåòñòâóþùèé îòêðûòîìó êëþ-÷ó â ñåðòè�èêàòå. Öè�ðîâîé ñåðòè�èêàò ïðåäñòàâëÿåò ñîáîé ýëåêòðîííûéäîêóìåíò, ñîïîñòàâëÿþùèé ðåêâèçèòû êàêîãî-ëèáî ñóáúåêòà ñ åãî îòêðû-òûì êëþ÷îì. Ñåðòè�èêàò ïîäïèñûâàåòñÿ îòêðûòûì êëþ÷îì öåíòðà ñåðòè-
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�èêàöèè. Ìåõàíèçì äàííîãî ñïîñîáà àâòîðèçàöèè îñíîâàí íà äîâåðèè öåí-òðó ñåðòè�èêàöèè. Äëÿ äàííîé ñèñòåìû äîñòàòî÷íî áûòü óâåðåííûì â òîì,÷òî öåíòð ñåðòè�èêàöèè íå áóäåò ïîäïèñûâàòü íîâûé ñåðòè�èêàò, ïîëíî-ñòüþ äóáëèðóþùèé ðåêâèçèòû â óæå âûäàííîì ñåðòè�èêàòå. Àâòîðèçàöèþïîëüçîâàòåëÿ ìîæåò îñóùåñòâèòü ëþáîé óçåë ñèñòåìû, èìåþùèé ïîäëèííóþêîïèþ êîðíåâîãî ñåðòè�èêàòà öåíòðà ñåðòè�èêàöèè.Âàæíûì ïðåèìóùåñòâîì èñïîëüçîâàíèÿ ñåðòè�èêàòîâ äëÿ àâòîðî-èçàöèè ÿâëÿåòñÿ òî, ÷òî ïðè òàêîé ñõåìå ïðîöåññû ðåãèñòðàöèè íîâûõ ïîëü-çîâàòåëåé è àâòîðèçàöèè ñóùåñòâóþùèõ ïîëüçîâàòåëåé ïîëíîñòüþ íåçàâèñè-ìû äðóã îò äðóãà. �åãèñòðàöèþ íîâûõ ïîëüçîâàòåëåé âåñüìà ïðîáëåìàòè÷-íî îñóùåñòâëÿòü äåöåíòðàëèçîâàííî, ò.ê. íåîáõîäèìî îáåñïå÷èâàòü óíèêàëü-íîñòü âûäàâàåìûõ èäåíòè�èêàòîðîâ (â äàííîì ñëó÷àå íîìåðîâ). Àâòîðèçà-öèÿ ïî öè�ðîâûì ñåðòè�èêàòàì èçáàâëÿåò îò íåîáõîäèìîñòè èìåòü áàçóäàííûõ ñ ó÷åòíûìè çàïèñÿìè ïîëüçîâàòåëåé.3.2 �åàëèçàöèÿ ïðîöåññà àâòîðèçàöèèÀâòîðèçàöèÿ â ñèñòåìå îñóùåñòâëÿåòñÿ ïðè ïîìîùè öè�ðîâûõ ñåðòè-�èêàòîâ, ñîîòâåòñòâóþùèõ ñòàíäàðòó X.509 [5℄[6℄. Ïîëüçîâàòåëè îäíîçíà÷íîèäåíòè�èöèðóþòñÿ íîìåðîì, çàïèñàííûì â ïåðñîíàëüíîì öè�ðîâîì ñåðòè-�èêàòå. Âûäà÷ó ïîëüçîâàòåëÿì ïåðñîíàëüíûõ ñåðòè�èêàòîâ îñóùåñòâëÿåòöåíòð ñåðòè�èêàöèè. Öåíòð ñåðòè�èêàöèè, îáñëóæèâàþùèé ñèñòåìó, äîë-æåí âûäàâàòü ïîëüçîâàòåëÿì ïåðñîíàëüíûå ñåðòè�èêàòû. Ïåðñîíàëüíûé ñåð-òè�èêàò ïîëüçîâàòåëÿ äîëæåí ñîäåðæàòü â òåêñòîâîì âèäå óíèêàëüíûé èäåí-òè�èêàöèîííûé íîìåð ïîëüçîâàòåëÿ è ïñåâäîíèì ïîëüçîâàòåëÿ, ðàçäåëåí-íûå ñèìâîëîì . Äàííûé íîìåð ïðåäñòàâëÿåò ñîáîé öåëîå ÷èñëî â äèàïàçîíå
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−1. Ïåðñîíàëüíûé ñåðòè�èêàò ïîëüçîâàòåëÿ ìîæåò òàêæå ñîäåðæàòüäðóãèå äàííûå ïîëüçîâàòåëÿ. Âñå ïåðñîíàëüíûå ñåðòè�èêàòû ïîëüçîâàòåëåéäîëæíû áûòü ïîäïèñàíû íåïîñðåäñòâåííî îòêðûòûì êëþ÷îì êîðíåâîãî ñåð-òè�èêàòà öåíòðà ñåðòè�èêàöèè. Êàæäûé óçåë äîëæåí èìåòü ïðè ñåáå êîïèþêîðíåâîãî ñåðòè�èêàòà öåíòðà ñåðòè�èêàöèè. Ñåðâåðû-óçëû ñèñòåìû íèêàêíå ñâÿçàíû ñ öåíòðîì ñåðòè�èêàöèè, äîñòàòî÷íî, ÷òîáû êàæäûé óçåë èìåë
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êîïèþ êîðíåâîãî ñåðòè�èêàòà öåíòðà ñåðòè�èêàöèè. Àâòîðèçàöèÿ ïîëüçî-âàòåëåé îñóùåñòâëÿåòñÿ ïóòåì ïðîâåðêè ñîîòâåòñòâèÿ ñåðòè�èêàòà ñóáúåê-òà, ïîäïèñàâøåãî ïåðñîíàëüíûé ñåðòè�èêàò ïîëüçîâàòåëÿ, êîïèè êîðíåâîãîñåðòè�èêàòà öåíòðà ñåðòè�èêàöèè. Òàêæå ïîëüçîâàòåëè ìîãóò îñóùåñòâëÿòüäîïîëíèòåëüíóþ âçàèìíóþ ïðîâåðêó ñåðòè�èêàòîâ. Äëÿ ýòîãî ïîëüçîâàòåëèäîëæíû ñîõðàíÿòü ñåðòè�èêàòû âñåõ ñâîèõ ñîáåñåäíèêîâ. Ïðè ïîâòîðíîìñåàíñå îáùåíèÿ ñ òåì æå ïîëüçîâàòåëåì ìîæíî ñîïîñòàâèòü ïðåäúÿâëÿå-ìûé ñîáåñåäíèêîì ñåðòè�èêàò ñ ñîõðàíåííûì. Åñëè îíè ðàçëè÷àþòñÿ, òîýòî ñâèäåòåëüñòâóåò î ïîïûòêå âûäàòü ñåáÿ çà äðóãîå ëèöî. Òàêàÿ ñèòóà-öèÿ âîçìîæíà, åñëè áûë ñêîìïðîìåòèðîâàí (áûë ïîõèùåí) çàêðûòûé êëþ÷öåíòðà ñåðòè�èêàöèè.
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4 �àçðàáîòêà ñåòåâîãî ïðîòîêîëàÄëÿ îñóùåñòâëåíèÿ îáìåíà èí�îðìàöèåé ìåæäó êîìïîíåíòàìè ñè-ñòåìû (êëèåíòàìè è óçëàìè) ÷åðåç ñåòü íåîáõîäèì ïðîòîêîë, êîòîðûé îïðå-äåëÿåò ïðàâèëà è ñïîñîáû ýòîãî îáìåíà. Äàííûé ðàçäåë ïîñâÿùåí ðàçðàáîò-êå ñåòåâîãî ïðîòîêîëà ðàñïðåäåëåííîé çàùèùåííîé ñèñòåìû îáìåíà ìãíî-âåííûìè ñîîáùåíèÿìè.4.1 Òåêñòîâûé è áèíàðíûé ïîäõîä êïðîåêòèðîâàíèþ ïðîòîêîëîâÑóùåñòâóþò ðàçíûå ïîäõîäû ê ðàçðàáîòêå è ðåàëèçàöèè ñåòåâûõ ïðî-òîêîëîâ. Îäèí èç òàêèõ ïîäõîäîâ - ïðåäñòàâëåíèå êîìàíä è ïîëåé äàííûõïðîòîêîëà â òåêñòîâîì âèäå. Òèïè÷íûå ïðèìåðû ïðîòîêîëîâ òàêîãî ðîäà -ýòî HTTP, FTP, POP3, SMTP. Íàïðèìåð, â ïðîñòåéøåì ñëó÷àå äëÿ ïðîòî-êîëà HTTP çàïðîñ íà ïîëó÷åíèå ãëàâíîé ñòðàíèöû ñàéòà áóäåò âûãëÿäåòüòàê:GET / HTTP/1.1host: www.site.omÎáû÷íî òàêîé çàïðîñ ñîäåðæèò çíà÷èòåëüíîå êîëè÷åñòâî äîïîëíè-òåëüíûõ òåêñòîâûõ ïîëåé. Î÷åâèäíûì íåäîñòàòêîì "òåêñòîâûõ"ïðîòîêîëîâÿâëÿåòñÿ èõ ÿâíàÿ èçáûòî÷íîñòü. Ïðèâåðæåíöû òåêñòîâîãî ïîäõîäà íàçû-âàþò òàêîå ïðåèìóùåñòâî, êàê ëåãêîñòü âîñïðèÿòèÿ äëÿ ÷åëîâåêà. Îäíàêîäàííîå ïðåèìóùåñòâî ÿâëÿåòñÿ âåñüìà ñîìíèòåëüíûì, åñëè ó÷èòûâàòü, ÷òîñ ïðîòîêîëîì â êîíå÷íîì èòîãå ðàáîòàåò êîìïüþòåð, à íå ÷åëîâåê. Ê òî-ìó æå îáðàáîòêà òåêñòîâûõ ïîëåé òðåáóåò áîëüøèõ âû÷èñëèòåëüíûõ çàòðàòè çàíèìàåò áîëüøå âðåìåíè ïðîãðàììèñòà íà íàïèñàíèå ñîîòâåòñòâóþùèõ�óíêöèé, ïî ñðàâíåíèþ ñ ïîëÿìè, ïðåäñòàâëåííûìè â äâîè÷íîì êîäå. Òåìíå ìåíåå, òåêñòîâûé ïîäõîä â ðàçðàáîòêå ñåòåâûõ ïðîòîêîëîâ ïîëüçóåòñÿ ïî-ïóëÿðíîñòüþ è ïîëó÷èë äàëüíåéøåå ðàçâèòèå â �îðìå èñïîëüçîâàíèÿ ÿçûêàðàçìåòêè XML äëÿ îïèñàíèÿ ïîëåé ïðîòîêîëà. Íàïðèìåð, íà XML îñíîâàíïðîòîêîë XAMPP, èñïîëüçóþùèéñÿ â ñèñòåìå Jabber. Ïðèâåäåì ïðèìåð [7℄:
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<message from='juliet�example.om'to='romeo�example.net'xml:lang='en'><body>Art thou not Romeo, and a Montague?</body></message><message from='romeo�example.net'to='juliet�example.om'xml:lang='en'><body>Neither, fair saint, if either thee dislike.</body></message>Ïîìèìî ïîâûøåííîé èçáûòî÷íîñòè, òàêîé ïðîòîêîë îáëàäàåò åùå îä-íèì íåäîñòàòêîì - â êàæäîì ñîîáùåíèè ñîäåðæàòñÿ îäíè è òå æå ïîñëå-äîâàòåëüíîñòè ñèìâîëîâ, òàêèå êàê "message "body"è ò.ä. Ýòî ñïîñîáñòâóåòñíèæåíèþ êðèïòîãðà�è÷åñêîé ñòîéêîñòè ê äåøè�ðîâàíèþ çàøè�ðîâàííûõñîîáùåíèé. Î÷åâèäíî, ÷òî äëÿ çàùèùåííîé ñèñòåìû îáìåíà ñîîáùåíèÿìèýòî íåäîïóñòèìî. Â ñâåòå èçëîæåííûõ âûøå ñîîáðàæåíèé áûëî ðåøåíî, ÷òîñåòåâîé ïðîòîêîë äëÿ ðàçðàáàòûâàåìîé ñèñòåìû áóäåò îñíîâàí íà "áèíàð-íîì"ïîäõîäå. Ïðè òàêîì ïîäõîäå êîìàíäû è ïîëÿ äàííûõ ñòðåìÿòñÿ êîäèðî-âàòü ìèíèìàëüíî íåîáõîäèìûì êîëè÷åñòâîì áèòîâ. Æåëàòåëüíî ïðè ýòîìñîáëþäàòü êîìïðîìèññ ìåæäó ìèíèìèçàöèåé èçáûòî÷íîñòè â ïåðåäàâàåìûõñîîáùåíèÿõ è óäîáñòâîì ðàáîòû ñ ïðîòîêîëîì.4.2 Óðîâíè ïðîòîêîëîâ ñèñòåìû�àçðàáàòûâàåìûé â äàííîì ðàçäåëå ïðîòîêîë,îãëàñíî ìîäåëè OSIñîîòâåòñòâóåò 7-ìó óðîâíþ - óðîâíþ ïðèëîæåíèÿ (ñì. ðèñóíîê 3). Óðîâíåìíèæå íàõîäèòñÿ ïðîòîêîë TLS (Transport Level Seurity). Ýòîò ïðîòîêîë îáåñ-ïå÷èâàåò øè�ðîâàíèå ïåðåäàâàåìûõ ñîîáùåíèé. Îí, â ñâîþ î÷åðåäü, ïîëü-çóåòñÿ óñëóãàìè ïðîòîêîëà TCP. Ïðîòîêîëû TLS è TCP íå âïèñûâàþòñÿ ïîë-íîñòüþ â ïðåäåëû îäíîãî óðîâíÿ ìîäåëè OSI, ò.ê. TLS âûïîëíÿåò �óíêöèè,êîòîðûå ìîæíî îòíåñòè íå òîëüêî ê óðîâíþ ïðåäñòàâëåíèÿ, íî è ê ñåàíñî-âîìó, àíàëîãè÷íî ïðîòîêîë TCP, ïîìèìî òðàíñïîðòíîãî óðîâíÿ, ðåàëèçóåò
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�èñóíîê 3� Óðîâíè ïðîòîêîëîâ ñèñòåìû ñîãëàñíî ìîäåëè OSI÷àñòü �óíêöèé ñåàíñîâîãî óðîâíÿ.�àçðàáàòûâàåìàÿ ñèñòåìà ïîääåðæèâàåò ðàáîòó ñ ïðîòîêîëàìè ñåòå-âîãî óðîâíÿ IP è IPv6. Âûáîð ïðîòîêîëîâ êàíàëüíîãî è �èçè÷åñêîãî óðîâíÿàáñîëþòíî íåçàâèñèì îò ðàçðàáàòûâàåìîé ñèñòåìû.4.3 Ñòðóêòóðà ñîîáùåíèÿÏðîòîêîë ñèñòåìû áàçèðóåòñÿ íà ñîîáùåíèÿõ (ïàêåòàõ), îòïðàâëÿ-åìûõ äðóã äðóãó êëèåíòàìè è ñåðâåðàìè. Êàæäîå ñîîáùåíèå ñîñòîèò èçèäåíòè�èöèðóþùåãî çàãîëîâêà è îñòàëüíîé ÷àñòè-õâîñòà (ñì. ðèñóíîê 4).Èäåíòè�èöèðóþùèé çàãîëîâîê ÿâëÿåòñÿ ïîñëåäîâàòåëüíîñòüþ èç äâóõ áàéò(îêòåòîâ), èìåþùèõ îäèíàêîâîå çíà÷åíèå. Ýòî çíà÷åíèå îïðåäåëÿåò òèï ñî-
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�èñóíîê 4� Ñòðóêòóðà ñîîáùåíèÿ ïðîòîêîëàîáùåíèÿ. Õâîñò ìîæåò áûòü �èêñèðîâàííîé èëè ïåðåìåííîé äëèíû. Â ñëó-÷àå ïåðåìåííîé äëèíû ñðàçó ïîñëå çàãîëîâêà ñëåäóåò ïîëå ðàçìåðîì â 1èëè 2 áàéòà, êîòîðîå äîëæíî îïðåäåëÿòüñÿ êàê áåççíàêîâîå öåëîå ÷èñëî, ñî-äåðæàùåå äëèíó îñòàâøåéñÿ ÷àñòè ñîîáùåíèÿ â áàéòàõ (íå âêëþ÷àÿ ïîëåðàçìåðà). Òàêèì îáðàçîì, îáùàÿ äëèíà ñîîáùåíèÿ ïåðåìåííîé äëèíû îïðå-äåëÿåòñÿ ñëåäóþùèì îáðàçîì: 2 áàéòà çàãîëîâêà + äëèíà ïîëÿ ðàçìåðà (1èëè 2 áàéòà, â çàâèñèìîñòè îò òèïà ñîîáùåíèÿ) + çíà÷åíèå ïîëÿ ðàçìåðà.Èç ñêàçàííîãî ñëåäóåò, ÷òî ìàêñèìàëüíàÿ äëèíà ñîîáùåíèÿ ñîñòàâëÿåò 65539áàéò. 4.4 Âèäû ñåòåâûõ ñîåäèíåíèéÑîîáùåíèÿ ïðîòîêîëà ìîæíî ðàçäåëèòü ïî âèäàì ñîåäèíåíèé, ïîêîòîðûì îíè ïåðåäàþòñÿ. Âñåãî â ñèñòåìå âîçìîæíû 3 âèäà ñîåäèíåíèé:êëèåíò-ñåðâåð,êëèåíò-êëèåíò, ñåðâåð-ñåðâåð.Ñîåäèíåíèå êëèåíò-ñåðâåð - ýòî óïðàâëÿþùåå ñîåäèíåíèå, ïî êîòî-ðîìó ïåðåäàåòñÿ ñëóæåáíàÿ èí�îðìàöèÿ. Äëÿ äàííîãî ñîåäèíåíèÿ âûáðàíTCP ïîðò 51914.Ñîåäèíåíèå êëèåíò-êëèåíò îñóùåñòâëÿåò ïåðåäà÷ó ìåæäó ïîëüçîâà-òåëÿìè ïîëåçíîé èí�îðìàöèè - òåêñòîâûõ ñîîáùåíèé. Äàííîå ñîåäèíåíèåÿâëÿåòñÿ íå ïðÿìûì TCP-ñîåäèíåíèåì ìåæäó êîìïüþòåðàìè ïîëüçîâàòåëåé(õîòÿ îíî ìîæåò áûòü îðãàíèçîâàíî è òàêèì îáðàçîì), à ðåàëèçîâàííûìïîâåðõ öåïî÷êè ñîåäèíåíèé êëèåíò1->ñåðâåð1->ñåðâåð2<-êëèåíò2 â îáùåìñëó÷àå. Â ÷àñòíîì ñëó÷àå îáà êëèåíòà ìîãóò áûòü ïîäêëþ÷åíû ê îäíîìó è
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òîìó æå ñåðâåðó. Êàæäûé èç êëèåíòîâ ñîçäàåò îòäåëüíîå TCP ñîåäèíåíèåê ñåðâåðó,íà êîòîðîì îí àâòîðèçîâàí, íà ïîðò 51915. Äàííûå, îòïðàâëåíûåêëèåíòîì ñâîåìó ñåðâåðó ïî ýòîìó ñîåäèåíåíèþ, ïåðåñûëàþòñÿ ñåðâåðó ñî-áåñåäíèêà, òîò, â ñâîþ î÷åðåäü, ïåðåñûëàåò èõ êëèåíòó - ïîëó÷àòåëþ äàííûõ.Âçàèìîäåéñòâèå êëèåíòîâ îñóùåñòâëÿåòñÿ ïóòåì óñòàíîâëåíèÿ âèðòóàëüíûõñîåäèíåíèé-ñåññèé, íàïîäîáèå òåëå�îííîãî çâîíêà.Ñîåäèíåíèå ñåðâåð-ñåðâåð èñïîëüçóåò TCP ïîðò 5196. Ïî íåìó ïåðå-äàþòñÿ ïîòîêè äàííûõ êëèåíòîâ è ñïèñêè àäðåñîâ óçëîâ.4.5 Ñïåöè�èêàöèÿ ïðîòîêîëàÂ äàííîì ïîäðàçäåëå îïèñàíû âñå ñîîáùåíèÿ ïðîòîêîëà. Ïîëÿ, ðàç-ìåð êîòîðûõ íå çàäàí ÿâíî, èìåþò äëèíó 1 áàéò. Â ïîëÿõ äëèíîé áîëüøåîäíîãî áàéòà ïîðÿäîê áàéò � little-endian (ìëàäøèé áàéò ïî ìëàäøåìó àäðå-ñó), çà èñêëþ÷åíèåì ïîëåé, ñîäåðæàùèõ IP èëè IPv6 àäðåñ � â òàêèõ ïîëÿõïîðÿäîê áàéò ñåòåâîé, ò.å. big-endian (ñòàðøèé áàéò ïî ìëàäøåìó àäðåñó).� Çàïðîñ íà ïîäêëþ÷åíèå êëèåíòà0xCA 0xCA ñòàðøèé íîìåðâåðñèè ïðîòîêîëà ìëàäøèé íîìåðâåðñèè ïðîòîêîëà� Ïîëîæèòåëüíûé îòâåò ñåðâåðà0x01 0x01 0x4F (ñèìâîë 'O') 0x4B (ñèìâîë 'K')� �àçëè÷íûå âåðñèè ïðîòîêîëà0x02 0x02 ñòàðøèé íîìåðâåðñèè ïðîòîêîëà ìëàäøèé íîìåðâåðñèè ïðîòîêîëà� Çàïðîñ íà óñòàíîâëåíèå ñîåäèíåíèÿ ñ ñîáåñåäíèêîì0x03 0x03 UID âûçûâàåìîãî ïîëüçîâàòåëÿ (4 áàéòà)� Çàïðîñ íà ðàçðåøåíèå ñîåäèíåíèÿ0x04 0x04 UID âûçûâàþùåãî ïîëüçîâàòåëÿ (4 áàéòà)
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� Ïîëüçîâàòåëü ñ äàííûì UID íå íàéäåí0x05 0x05 UID âûçûâàåìîãî ïîëüçîâàòåëÿ (4 áàéòà)� �àçðåøåíèå ñîåäèíåíèÿ îò âûçûâàåìîãî ïîëüçîâàòåëÿ0x06 0x06 UID âûçûâàþùåãî ïîëüçîâàòåëÿ (4 áàéòà)� Ïîëüçîâàòåëü ñ äàííûì UID íàéäåí è ãîòîâ îáùàòüñÿ0x07 0x07 UID âûçûâàåìîãî ïîëüçîâàòåëÿ (4 áàéòà)� Îòêàç îò îáùåíèÿ0x08 0x08 UID âûçûâàþùåãî ïîëüçîâàòåëÿ (4 áàéòà)� Èäåíòè�èêàöèÿ íîâîãî ñîåäèíåíèÿ0x20 0x20 UID âûçûâàþùåãîïîëüçîâàòåëÿ (4áàéòà) UID âûçûâàåìîãîïîëüçîâàòåëÿ (4áàéòà)� Ñîîáùåíèå - òåêñò â �îðìàòå UTF80x30 0x30 äëèíà ñîîáùåíèÿ â áàé-òàõ (2 áàéòà) òåêñò â �îðìàòå UTF8� Îò÷åò î äîñòàâêå ïðåäûäóùåãî ñîîáùåíèÿ0x40 0x40 ñëó÷àéíîå ÷èñëî(2 áàéòà)� Çàïðîñ íà ïîäêëþ÷åíèå ñåðâåðà0xCB 0xCB ñòàðøèé íîìåðâåðñèè ïðîòîêîëà ìëàäøèé íîìåðâåðñèè ïðîòîêîëà� Çàïðîñ ñïèñêà óçëîâ0x90 0x90 ñëó÷àéíîå ÷èñëî (2 áàéòà)� Àíîíñ íîâîãî óçëà - IPv4 àäðåñ0xA0 0xA0 IP-àäðåñ íîâîãî óçëà (4 áàéòà)
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� Àíîíñ íîâîãî óçëà - IPv6 àäðåñ0xA1 0xA1 IPv6-àäðåñ íîâîãî óçëà (16 áàéò)� Àíîíñ íîâîãî óçëà - DNS àäðåñ0xA2 0xA2 äëèíà àäðåñà DNS àäðåñ íîâîãî óçëà(0 - 255 áàéò)� Ñïèñîê óçëîâ0xA4 0xA4 ðàçìåð ñïèñêà àä-ðåñîâ â áàéòàõ (2áàéòà) ñïèñîê àäðåñîâ
Ñïèñîê àäðåñîâ ïðåäñòàâëÿåò ñîáîé ïîñëåäîâàòåëüíîñòü ñòðóêòóð,îïèñûâàþùèõ àäðåñ óçëà. Êàæäàÿ ñòðóêòóðà ìîæåò áûòü îäíîãî èç3 âèäîâ:0xA0 IP-àäðåñ (4 áàéòà)èëè0xA1 IPv6-àäðåñ (16 áàéò)èëè0xA2 äëèíà àäðåñà DNS àäðåñ (0 - 255 áàéò)

4.6 Ñöåíàðèé âçàèìîäåéñòâèÿ êëèåíòà ññåðâåðîìÊëèåíò âûïîëíÿåò ïîäêëþ÷åíèå ê ñåðâåðó íà ïîðò 51914 ïî ïðîòî-êîëó TCP è ïîñûëàåò çàïðîñ íà ïîäêëþ÷åíèå êëèåíòà(0xCA) (äàëååâñå íàçâàíèÿ ñîîáùåíèé ïðîòîêîëà, ïðèâåäåííûõ â ïðåäûäóùåì ïîäðàçäå-ëå, âûäåëåíû æèðíûì øðè�òîì è îòìå÷åíû òèïîì ñîîáùåíèÿ â ñêîáêàõ ââèäå ÷èñëà â øåñòíàäöàòåðè÷íîé çàïèñè). Çàïðîñ ñîäåðæèò íîìåð âåðñèèïðîòîêîëà êëèåíòà. Åñëè âåðñèÿ ïðîòîêîëà ñåðâåðà îòëè÷àåòñÿ îò óêàçàí-íîé â çàïðîñå, ñåðâåð îòâå÷àåò ñîîáùåíèåì ðàçëè÷íûå âåðñèè ïðîòî-êîëà(0x02) è ðàçðûâàåò ñîåäèíåíèå. Åñëè æå âåðñèè ïðîòîêîëà ñîâïàäàþò,
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ñåðâåð ïðèñûëàåò ïîëîæèòåëüíûé îòâåò ñåðâåðà(0x01). Ïîñëå ýòîãîïðîèñõîäèò óñòàíîâêà çàùèùåííîãî TLS ñîåäèíåíèÿ. Ýòîò ïðîöåññ îïèñàí âñòàíäàðòå RFC2246 [8℄. Ïðè ýòîì ñåðâåð âûñòóïàåò â ðîëè TLS-êëèåíòà, àêëèåíò - â ðîëè TLS-ñåðâåðà. Ýòî îáóñëîâëåíî òåì, ÷òî äëÿ óñòàíîâëåíèÿTLS ñîåäèíåíèÿ TLS-ñåðâåð äîëæåí èìåòü ñåðòè�èêàò, äëÿ TLS-êëèåíòà ýòîíå îáÿçàòåëüíî.Ïîñëå òîãî, êàê TLS ñîåäèíåíèå óñòàíîâëåíî, ñåðâåð ïðèñûëàåò ñïè-ñîê óçëîâ (0xA4). Åñëè âåñü ñïèñîê íå ïîìåùàåòñÿ â îäíîì ñîîáùåíèè, òîïðèñûëàåòñÿ íåñêîëüêî ñîîáùåíèé.Êëèåíò ìîæåò ñîçäàâàòü èñõîäÿùèå ñîåäèíåíèÿ ñ äðóãèìè êëèåíòàìèè ïðèíèìàòü âõîäÿùèå. Äëÿ îòêðûòèÿ ñîåäèíåíèÿ êëèåíò îòïðàâëÿåò çà-ïðîñ íà óñòàíîâëåíèå ñîåäèíåíèÿ ñ ñîáåñåäíèêîì (0x03). Â ýòîìçàïðîñå óêàçûâàåòñÿ óíèêàëüíûé èäåíòè�èöèðóþùèé íîìåð (UID) âûçûâà-åìîãî ïîëüçîâàòåëÿ. Ñåðâåð âûïîëíÿåò ïîèñê ïîëüçîâàòåëÿ ñ äàííûì UID:ñíà÷àëà â ñïèñêå ñâîèõ (ïîäêëþ÷åííûõ ê äàííîìó ñåðâåðó) êëèåíòîâ, çàòåìâ êýøå, çàòåì âûïîëíÿåò ïîñëåäîâàòåëüíûé îïðîñ âñåõ àêòèâíûõ óçëîâ. Åñëèêëèåíò íàéäåí, òî åìó ïîñûëàåòñÿ çàïðîñ íà ðàçðåøåíèå ñîåäèíåíèÿ(0x04). Âûçûâàåìûé êëèåíò ìîæåò îòêàçàòüñÿ îò îáùåíèÿ, îòïðàâèâ îòêàçîò îáùåíèÿ (0x08). Åñëè æå êëèåíò ñîãëàñåí íà óñòàíîâëåíèå ñîåäèíåíèÿ,òî îí îòïðàâëÿåò ðàçðåøåíèå ñîåäèíåíèÿ îò âûçûâàåìîãî ïîëüçî-âàòåëÿ (0x06), ïîñëå ÷åãî âûïîëíÿåò ïîäêëþ÷åíèå ê ñåðâåðó íà ïîðò 51915.Âûçûâàþùåìó êëèåíòó îòïðàâëÿåòñÿ ïîëüçîâàòåëü ñ äàííûì UID íàé-äåí è ãîòîâ îáùàòüñÿ (0x07). Ïîëó÷èâ äàííîå ñîîáùåíèå, âûçûâàþùèéêëèåíò òàêæå ñîçäàåò íîâîå TCP ñîåäèíåíèå ñî ñâîèì ñåðâåðîì íà ïîðò51915. Îáà êëèåíòà îòïðàâëÿþò ïî íîâîìó ñîçäàííîìó ñîåäèíåíèþ èäåíòè-�èêàöèÿ íîâîãî ñîåäèíåíèÿ (0x20), ïîñëå ïðîâåðêè êîòîðûõ ñåðâåðûîðãàíèçóþò ëîãè÷åñêèé êàíàë ñâÿçè ìåæäó äâóìÿ êëèåíòàìè. Òåïåðü äàííûå,îòïðàâëåííûå ñåðâåðó ïî ñîçäàííîìó TCP ñîåäèíåíèþ îäíèì êëèåíòîì, áó-äóò ïîëó÷åíû äðóãèì êëèåíòîì, è íàîáîðîò. Êëèåíòû óñòàíàâëèâàþò ÷åðåçêàíàë ñâÿçè TLS ñîåäèíåíèå, ñåðâåðîì TLS ïðè ýòîì âûñòóïàåò âûçûâàþ-ùèé êëèåíò. Ïîñëå òîãî, êàê çàùèùåííîå ñîåäèíåíèå óñòàíîâëåíî, êëèåíòûìîãóò ïîñûëàòü äðóã äðóãó òåêñòîâîå ñîîáùåíèå (0x30). Ïîëó÷èâ òàêîå
25ÀÒÌÊ.087.000.000 ÏÇ



ñîîáùåíèå, êëèåíò äîëæåí îòïðàâèòü îò÷åò î äîñòàâêå (0x40).4.7 Ñöåíàðèé âçàèìîäåéñòâèÿ ñåðâåðîâìåæäó ñîáîéÏðè çàïóñêå ñåðâåð ïûòàåòñÿ ïîäêëþ÷èòüñÿ ê êàæäîìó èç èìåþùèõñÿó íåãî â ñïèñêå ñåðâåðîâ. Â ñëó÷àå óñïåøíîãî ïîäêëþ÷åíèÿ ñåðâåð îòïðàâëÿ-åò çàïðîñ íà ïîäêëþ÷åíèå ñåðâåðà (0xCB), ñîäåðæàùèé âåðñèþ ïðî-òîêîëà. Îòâåò äðóãîãî ñåðâåðà àíàëîãè÷åí ñëó÷àþ ñ ïîäêëþ÷åíèåì êëèåíòà -â îòâåò îòïðàâëÿåòñÿ ëèáî ïîëîæèòåëüíûé îòâåò ñåðâåðà(0x01), ëèáîðàçëè÷íûå âåðñèè ïðîòîêîëà(0x02) è ñîåäèíåíèå ðàçðûâàåòñÿ. Ïîñëåóñïåøíîé ïðîâåðêè âåðñèé ïðîòîêîëà íîâûé ñåðâåð îòïðàâëÿåò àíîíñ ñâî-åãî àäðåñà - ñîîáùåíèå (0xA0), (0xA1) èëè (0xA2), â çàâèñèìîñòè îò òèïàñåòåâîãî àäðåñà (IPv4, IPv6 èëè DNS). Ñåðâåð, ïîëó÷èâøèé àíîíñ, ïðîâå-ðÿåò ñîîòâåòñòâèå àäðåñà, óêàçàííîãî â ñîîáùåíèè, ñ ðåàëüíûì àäðåñîì,ñ êîòîðîãî îñóùåñòâëåíî TCP ñîåäèíåíèå. Ïðè íåñîîòâåòñòâèè ñîåäèíåíèåðàçðûâàåòñÿ. Ïîñëå îòïðàâêè àíîíñà àäðåñà íîâûé óçåë ïîñûëàåò çàïðîññïèñêà óçëîâ(0x90). Â îòâåò îí ïîëó÷àåò ïîëíûé ñïèñîê àäðåñîâ âñåõ äåé-ñòâóþùèõ íà äàííûé ìîìåíò óçëîâ â âèäå îäíîãî èëè íåñêîëüêèõ ñîîáùåíèéñïèñîê óçëîâ (0xA4). Äàëåå íîâûé óçåë çàìåíÿåò ñâîé ëîêàëüíûé ñïèñîêàäðåñîâ óçëîâ ïîëó÷åííûì íîâûì è âûïîëíÿåò ïîäêëþ÷åíèå ê êàæäîìó óçëóèç ñïèñêà. Ïîäêëþ÷èâøèñü ê î÷åðåäíîìó óçëó, íîâûé óçåë îòïðàâëÿåò àíîíññâîåãî àäðåñà. Ïîñëå çàâåðøåíèÿ ýòîãî ïðîöåññà íîâûé óçåë ìîæíî ñ÷èòàòüóñïåøíî âêëþ÷åííûì â ðàñïðåäåëåííóþ ñåòü îáìåíà ñîîáùåíèÿìè.
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5 �àçðàáîòêà ñåðâåðíîé ÷àñòèÑåðâåðíàÿ ÷àñòü ñèñòåìû ïðåäñòàâëÿåò ñîáîé ïðèëîæåíèå, ðàáîòàþ-ùåå â �îíîâîì ðåæèìå è íå âçàèìîäåéñòâóþùåå ñ ïîëüçîâàòåëåì ïîñðåä-ñòâîì ïîëüçîâàòåëüñêîãî èíòåð�åéñà. Â òåðìèíîëîãèè Windows - ýòî ñåð-âèñ (ñëóæáà), â òåðìèíîëîãèè Unix - daemon. Êàæäûé ñåðâåð (çàïóùåííûéýêçåìïëÿð ñåðâåðíîãî ïðèëîæåíèÿ) ÿâëÿåòñÿ óçëîì ðàñïðåäåëåííîé ñèñòå-ìû. Êàæäûé óçåë âçàèìîäåéñòâóåò ñ äðóãèìè óçëàìè, à òàêæå îáñëóæèâàåòïîëüçîâàòåëåé. Óçåë îòâå÷àåò çà îðãàíèçàöèþ ñîåäèíåíèé ìåæäó êëèåíòàìè,îñóùåñòâëÿåò ïåðåäà÷ó äàííûõ ïî ýòèì ñîåäèíåíèÿì, îáåñïå÷èâàåò ïîèñêàâòîðèçîâàííûõ â ñèñòåìå ïîëüçîâàòåëåé, à òàêæå õðàíèò è ïîääåðæèâàåò âàêòóàëüíîì ñîñòîÿíèè ñïèñîê àäðåñîâ âñåõ óçëîâ ñèñòåìû.5.1 Âûáîð èíñòðóìåíòîâ ðàçðàáîòêè.Â êà÷åñòâå ÿçûêà ðàçðàáîòêè äëÿ ñåðâåðíîãî ïðèëîæåíèÿ âûáðàí C.Âûáîð îáóñëîâëåí ãèáêîñòüþ äàííîãî ÿçûêà, âîçìîæíîñòüþ âûïîëíåíèÿ íèç-êîóðîâíåâûõ îïåðàöèé, êðîññïëàò�îðìåííîñòüþ, íàëè÷èåì èíñòðóìåíòàðè-åâ ðàçðàáîòêè äëÿ îãðîìíîãî êîëè÷åñòâà ïðîãðàììíî-àïïàðàòíûõ ïëàò�îðì.Â êà÷åñòâå îñíîâíîãî êîìïèëÿòîðà âûáðàí GCC - GNU Compilers Colletion.GCC ïîðòèðîâàí íà ìíîæåñòâî ïëàò�îðì, ïîääåðæèâàåò êðîññ-êîìïèëÿöèþ.�àçðàáîòêà âåäåòñÿ â ñðåäå äèñòðèáóòèâà Linux Mandriva. Äëÿ ñáîðêè èñ-ïîëüçóþòñÿ óòèëèòû èç ïàêåòà binutils - ld, make è ò.ä. Äëÿ ñáîðêè ïîä ÎÑWindows ïðèìåíÿåòñÿ ñðåäà ðàçðàáîòêè DevCpp, êîòîðàÿ èñïîëüçóåò MinGW- ïîðò GCC íà Windows. Äëÿ ðàáîòû ñ ïðîòîêîëîì TLS ïðèìåíÿåòñÿ áèáëèî-òåêà OpenSSL. Äàííàÿ áèáëèîòåêà ÿâëÿåòñÿ âåñüìà ïîïóëÿðíîé è øèðîêîðàñïðîñòðàíåííîé, îíà îáåñïå÷èâàåò ðàáîòó ñ ïðîòîêîëàìè çàùèùåííîãî ñî-åäèíåíèÿ SSLv2, SSLv3,TLSv1 à òàêæå ðàáîòó ñ öè�ðîâûìè ñåðòè�èêàòàìè.Âñå ïåðå÷èñëåííûå ïðîãðàììíûå ïðîäóêòû ÿâëÿþòñÿ ñâîáîäíî ðàñïðîñòðà-íÿåìûìè.
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5.2 Àëãîðèòì ïîäêëþ÷åíèÿ íîâîãî óçëàÏðè çàïóñêå ñåðâåðíîå ïðèëîæåíèå ñ÷èòûâàåò èç �àéëà ñïèñîê àä-ðåñîâ óçëîâ ñèñòåìû. Äàííûé �àéë ïîñòàâëÿåòñÿ âìåñòå ñ ïðèëîæåíèåì,ñîäåðæèìîå äàííîãî �àéëà ïåðèîäè÷åñêè îáíîâëÿåòñÿ â ïðîöåññå ðàáîòûñåðâåðíîãî ïðèëîæåíèÿ. Òàêèì îáðàçîì, ïðè çàïóñêå �àéë ñîäåðæèò àêòó-àëüíûé ñïèñîê àäðåñîâ äåéñòâóþùèõ óçëîâ ëèáî íà ìîìåíò âûõîäà äèñòðèáó-òèâà ñåðâåðíîãî ïðèëîæåíèÿ, ëèáî íà ìîìåíò ïîñëåäíåãî ñîõðàíåíèÿ ñïèñêàâ �àéë. Äàëåå ñåðâåð ïûòàåòñÿ ïîäêëþ÷èòüñÿ ê êàæäîìó èç óçëîâ. Â ñëó-÷àå óñïåøíîãî ïîäêëþ÷åíèÿ ñåðâåð çàïðàøèâàåò àêòóàëüíûé ñïèñîê àäðåñîââñåõ óçëîâ â ñèñòåìå. Ïîëó÷èâ ýòîò ñïèñîê, ñåðâåð ñîåäèíÿåòñÿ ñ êàæäûìèç óçëîâ â äàííîì ñïèñêå. Ïîñëå ýòîãî ñåðâåð ñòàíîâèòñÿ ðàâíîïðàâíûì óç-ëîì ðàñïðåäåëåííîé ñèñòåìû. �àññìîòðåííûé àëãîðèòì ïðåäñòàâëåí â âèäåáëîê-ñõåìû íà ðèñóíêå 5.5.3 Àëãîðèòì ïîèñêà ïîëüçîâàòåëåé�åàëèçàöèÿ ïîèñêà â ðàñïðåäåëåííûõ ñèñòåìàõ ïðåäñòàâëÿåò ñîáîéíåòðèâèàëüíóþ çàäà÷ó. Ïðè÷èíîé ýòîãî ÿâëÿåòñÿ òî, ÷òî íàáîð äàííûõ, âêîòîðîì îñóùåñòâëÿåòñÿ ïîèñê, ðàñïðåäåëåí ìåæäó áîëüøèì ÷èñëîì êîì-ïüþòåðîâ.Äëÿ ðàññìàòðèâàåìîé ñèñòåìû íåîáõîäèì àëãîðèòì ïîèñêà àêòèâíûõïîëüçîâàòåëåé, ò.å. ïîëüçîâàòåëåé, ïîäêëþ÷åííûõ è àâòîðèçîâàâøèõñÿ íàêàêîì-ëèáî ñåðâåðå. Ëþáîé ïîëüçîâàòåëü äàííîé ñèñòåìû ìîæåò áûòü àâ-òîðèçîâàí íà áîëåå ÷åì îäíîì ñåðâåðå. �åçóëüòàòîì ïîèñêà ïîëüçîâàòåëÿäîëæåí áûòü àäðåñ óçëà, íà êîòîðîì îí àâòîðèçîâàí. Òåîðåòè÷åñêè âîçìîæ-íû äâà ñïîñîáà ó÷åòà àêòèâíûõ ïîëüçîâàòåëåé ñî ñòîðîíû ñåðâåðà � àíîí-ñèðîâàíèå êàæäîãî âíîâü àâòîðèçîâàâøåãîñÿ ïîëüçîâàòåëÿ âñåì îñòàëüíûìñåðâåðàì-óçëàì è îïðîñ êàæäîãî óçëà íà ïðåäìåò íàëè÷èÿ ó íåãî èí�îð-ìàöèè î çàäàííîì ïîëüçîâàòåëå. Äëÿ ðåàëèçàöèè ïåðâîãî ñïîñîáà êàæäûéñåðâåð äîëæåí õðàíèòü â ïàìÿòè èí�îðìàöèþ îáî âñåõ àêòèâíûõ ïîëüçîâà-òåëÿõ â ñåòè. Ïðè ìàêñèìàëüíî âîçìîæíîì êîëè÷åñòâå àêòèâíûõ ïîëüçîâàòå-ëåé (4294967296) è ìèíèìàëüíîì ðàçìåðå ñòðóêòóðû, îòâåäåííîé â ïàìÿòè
28ÀÒÌÊ.087.000.000 ÏÇ



�èñóíîê 5� Àëãîðèòì ïîäêëþ÷åíèÿ íîâîãî óçëà
29ÀÒÌÊ.087.000.000 ÏÇ



íà êàæäîãî ïîëüçîâàòåëÿ (8 áàéò: 4 áàéòà íà íîìåð ïîëüçîâàòåëÿ è 4 áàéòà íàIP-àäðåñ óçëà, íà êîòîðîì àâòîðèçîâàí ïîëüçîâàòåëü), íåáõîäèìûé îáúåì ïà-ìÿòè ñîñòàâèò 32 �èãàáàéòà. Äîñòîèíñòâîì äàííîãî ñïîñîáà ÿâëÿåòñÿ ìàëîåâðåìÿ ïîèñêà çàäàííîãî ïîëüçîâàòåëÿ. Îïðîñ êàæäîãî óçëà äëÿ ïîèñêà çà-äàííîãî ïîëüçîâàòåëÿ òðåáóåò ãîðàçäî áîëüøèõ çàòðàò âðåìåíè, îäíàêî ïðèýòîì òðåáîâàíèÿ ïî ïàìÿòè ìèíèìàëüíû. Âðåìÿ ïîèñêà ìîæíî óìåíüøèòü,åñëè ïîñëå îòïðàâêè çàïðîñà îäíîìó óçëó ïîñûëàòü çàïðîñ ñëåäóþùåìó, íåäîæèäàñü îòâåòà îò ïðåäûäóùåãî óçëà. Òàêæå ñðåäíåå âðåìÿ ïîèñêà ìîæíîóìåíüøèòü ïóòåì ââåäåíèÿ êýøèðîâàíèÿ. Èñõîäÿ èç ýòèõ ñîîáðàæåíèé, áûëâûáðàí âòîðîé âàðèàíò àëãîðèòìà ïîèñêà ïîëüçîâàòåëåé � îïðîñ êàæäîãîóçëà. Ïîèñê ïîëüçîâàòåëåé â ñèñòåìå ðåàëèçîâàí ñëåäóùèì îáðàçîì. Ïîëü-çîâàòåëü ïðèñûëàåò çàïðîñ, ñîäåðæàùèé íîìåð (UID) èñêîìîãî ïîëüçîâà-òåëÿ. Ñåðâåð â ïåðâóþ î÷åðåäü âûïîëíÿåò ïîèñê ïî çàäàííîìó UID ñðåäèïîäêëþ÷åííûõ ê íåìó ïîëüçîâàòåëåé. Êàæäàÿ ñòðóêòóðà, îïèñûâàþùàÿ ïîä-êëþ÷åííîãî è àâòîðèçîâàííîãî ïîëüçîâàòåëÿ, âêëþ÷åíà â áèíàðíîå äåðåâîïîèñêà, óïîðÿäî÷åííîå ïî UID ïîëüçîâàòåëåé. Òàêèì îáðàçîì, ñðåäíåå âðå-ìÿ ïîèñêà ñðåäè ëîêàëüíûõ ïîëüçîâàòåëåé ïðîïîðöèîíàëüíî log2N , ãäå N� êîëè÷åñòâî ëîêàëüíûõ ïîëüçîâàòåëåé. Åñëè ïîëüçîâàòåëü ñ çàäàííûì UIDîáíàðóæåí, ïðîöåññ ïîèñêà ïðåêðàùàåòñÿ. Åñëè íåò, òî ïîèñê ïðîäîëæàåòñÿâ ëîêàëüíîì êýøå. Êýø ñîäåðæèò çàïèñè ñ ðåçóëüòàòàìè ïðåäûäóùèõ çàïðî-ñîâ íà ïîèñê â âèäå ñî÷åòàíèé UID-àäðåñ óçëà. Åñëè ïîëüçîâàòåëü íàéäåí âêýøå, òî ñîîòâåòñòâóþùåìó óçëó ïîñûëàåòñÿ çàïðîñ. Åñëè óçåë îòâå÷àåò íàäàííûé çàïðîñ, òî ïîèñê ïðåêðàùàåòñÿ. Åñëè óçåë íå îòâå÷àåò, ëèáî çàïèñü ñäàííûì UID â êýøå íå îáíàðóæåíà, òî íà÷èíàåòñÿ ïîñëåäîâàòåëüíûé îïðîñâñåõ óçëîâ. Åñëè êàêîé-ëèáî óçåë ïðèñûëàåò óòâåðäèòåëüíûé îòâåò, òî ïîèñêïðåêðàùàåòñÿ è â êýø çàíîñèòñÿ ðåçóëüòàò ïîèñêà. Åñëè æå â òå÷åíèå çàäàí-íîãî âðåìåíè íè îäèí óçåë íå ïðèøëåò îòâåòà, òî ïîëüçîâàòåëü ñ çàäàííûìUID ñ÷èòàåòñÿ íå àêòèâíûì (íàõîäÿùèìñÿ â "î��ëàéíå") è çàïðàøèâàþùå-ìó ïîëüçîâàòåëþ îòïðàâëÿåòñÿ ñîîòâåòñòâóþùåå ñîîáùåíèå. �àññìîòðåííûéàëãîðèòì ïðåäñòàâëåí â âèäå áëîê-ñõåìû íà ðèñóíêå 6.
30ÀÒÌÊ.087.000.000 ÏÇ



�èñóíîê 6� Àëãîðèòì ïîèñêà êëèåíòîâ
31ÀÒÌÊ.087.000.000 ÏÇ



6 �àçðàáîòêà êëèåíòñêîé ÷àñòèÊëèåíòñêàÿ ÷àñòü ïðåäñòàâëÿåò ñîáîé ïðèëîæåíèå, ïðåäíàçíà÷åííîåäëÿ îáìåíà ñîîáùåíèÿìè è õðàíåíèÿ êîíòàêòîâ. Ìíîãèå ñîâðåìåííûå IM-êëèåíòû ïîääåðæèâàþò áîëüøîå êîëè÷åñòâî ïðîòîêîëîâ ðàçëè÷íûõ ñèñòåìîáìåíà ñîîáùåíèÿìè, ïîääåðæêà êàæäîãî ïðîòîêîëà îáû÷íî âûïîëíÿåòñÿâ âèäå îòäåëüíîãî ïëàãèíà. Â íàñòîÿùåå âðåìÿ óæå ñ�îðìèðîâàëñÿ áîëåå-ìåíåå ïðèâû÷íûé ïîëüçîâàòåëüñêèé èíòåð�åéñ IM-êëèåíòîâ, è íèêàêèõ íîâ-øåñòâ â ýòîì ïëàíå â äàííîé ðàáîòå ñîçäàâàòü íå ïëàíèðóåòñÿ. Èñõîäÿ èçýòîãî âïîëíå ëîãè÷íî ðàññìîòðåòü ñîçäàíèå íå êàêîãî-òî êîíêðåòíîãî ïðèëî-æåíèÿ - êëèåíòà ñèñòåìû îáìåíà ìãíîâåííûìè ñîîáùåíèÿìè, à êëèåíòñêîéáèáëèîòåêè. Äàííàÿ áèáëèîòåêà ðåàëèçóåò �óíêöèè ðàáîòû ñ ïðîòîêîëîì,àâòîðèçàöèè è îòïðàâêè-ïðèåìà ñîîáùåíèé. Ñ ïîìîùüþ äàííîé áèáëèîòå-êè ìîæíî ëåãêî ðàçðàáîòàòü ãîòîâîå ïðèëîæåíèå - IM-êëèåíò, ëèáî ïëàãèí,äîáàâëÿþùèé âîçìîæíîñòü ðàáîòû â ðàçðàáàòûâàåìîé ñèñòåìå â óæå ñó-ùåñòâóþùèé IM-êëèåíò. Âîçìîæíûå êàíäèäàòû - ýòî QIP In�um, Miranda,Pidgin è äðóãèå.6.1 Âûáîð èíñòðóìåíòîâ ðàçðàáîòêèÊëèåíòñêàÿ áèáëèîòåêà ðàçðàáàòûâàåòñÿ íà ÿçûêå C. Äëÿ ðàçðàáîòêèêëèåíòñêîé áèáëèîòåêè ïðèìåíÿþòñÿ òå æå èíñòðóìåíòû, ÷òî è äëÿ ñåð-âåðíîãî ïðèëîæåíèÿ. Â êà÷åñòâå îñíîâíîãî êîìïèëÿòîðà âûáðàí GCC - GNUCompilers Colletion. �àçðàáîòêà âåäåòñÿ â ñðåäå äèñòðèáóòèâà Linux Mandriva.Äëÿ ñáîðêè èñïîëüçóþòñÿ óòèëèòû èç ïàêåòà binutils - ld, make è ò.ä. Äëÿñáîðêè ïîä ÎÑ Windows ïðèìåíÿåòñÿ ñðåäà ðàçðàáîòêè DevCpp, êîòîðàÿ èñ-ïîëüçóåò MinGW - ïîðò GCC íà Windows. Äëÿ ðàáîòû ñ ïðîòîêîëîì TLSïðèìåíÿåòñÿ áèáëèîòåêà OpenSSL.

32ÀÒÌÊ.087.000.000 ÏÇ



6.2 Ïðîãðàììíûé èíòåð�åéñ êëèåíòñêîéáèáëèîòåêèÏðîãðàììíûé èíòåð�åéñ êëèåíòñêîé áèáëèîòåêè íà äàííûé ìîìåíòñîñòîèò èç 9 �óíêöèé, âûçûâàåìûõ êëèåíòñêèì ïðèëîæåíèåì è ïðåäíàçíà-÷åííûõ äëÿ èíèöèàëèçàöèè áèáëèîòåêè, ïîäêëþ÷åíèÿ ê çàäàííîìó óçëó, ñî-çäàíèÿ ñîåäèíåíèÿ ñ óêàçàííûì ïîëüçîâàòåëåì, îáðàáîòêè ñîîáùåíèé ñåðâå-ðà, îòïðàâêè ñîîáùåíèé è çàêðûòèÿ ñîåäèíåíèé. Òàêæå â áèáëèîòåêå îáúÿâ-ëåíû 6 �óíêöèé îáðàòíîãî âûçîâà. Ýòè �óíêöèè îïðåäåëÿþòñÿ êëèåíòñêèìïðèëîæåíèåì. Îíè ïðåäíàçíà÷åíû äëÿ çàäàíèÿ ðåàêöèè ïðèëîæåíèÿ íà ðàç-ëè÷íûå ñîáûòèÿ. Íèæå ïðèâåäåíî îïèñàíèå âñåõ �óíêöèé èç ïðîãðàììíîãîèíòåð�åéñà áèáëèîòåêè.int DPIM_lient_init(strut DPIM_lient_allbaks *lbs);Îñóùåñòâëÿåò èíèöèàëèçàöèþ êëèåíòñêîé áèáëèîòåêè. Ïðè-íèìàåò åäèíñòâåííûé àðãóìåíò lbs � óêàçàòåëü íà ñòðóê-òóðóDPIM_lient_allbaks, ñîäåðæàùóþ àäðåñà �óíê-öèé îáðàòíîãî âûçîâà, êîòîðûå äîëæíû áûòü îïðåäåëåíûâ ïðèëîæåíèè. Îïèñàíèå ñòðóêòóðûDPIM_lient_allbaksïðèâåäåíî íèæå. Ôóíêöèÿ âîçâðàùàåò çíà÷åíèå 1 ïðè óäà÷-íîì çàâåðøåíèè èëè 0 â ñëó÷àå âîçíèêíîâåíèÿ îøèáêè.strut DPIM_lient_allbaks{void (*newmsg_b)(unsigned int peer_id,har* msgbuf,unsignedint nb,int type);void (*msgok_b)(unsigned int peer_id);void (*hannel_established_b)(unsigned int peer_id);void (*hannel_failed)(unsigned int peer_id);int (*aept_b)(unsigned int aller_id);void (*notfound_b)(unsigned int allee_id);};
33ÀÒÌÊ.087.000.000 ÏÇ



void (*newmsg_b)(unsigned int peer_id,har* msgbuf,unsignedint nb,int type);�óíêöèÿ âûçûâàåòñÿ ïðè ïîëó÷åíèè òåêñòîâîãî ñîîáùå-íèÿ îò óäàëåííîãî ïîëüçîâàòåëÿ. Àðãóìåíò peer_id ñî-äåðæèò èäåíòè�èêàòîð ïîëüçîâàòåëÿ, ïðèñëàâøåãî ñîîá-ùåíèÿ,msgbuf ñîäåðæèò àäðåñ áó�åðà, ñîäåðæàùåãî ïî-ëó÷åííîå ñîîáùåíèå, nb � ðàçìåð ñîîáùåíèÿ â áàéòàõ,type � òèï ñîîáùåíèÿ. Íà äàííûé ìîìåíò ïîääåðæèâà-åòñÿ òîëüêî îäèí òèï ñîîáùåíèÿ DPIM_MSGUTF8 �òåêñòîâîå ñîîáùåíèå â êîäèðîâêå UTF8. Ñëåäóåò îòìå-òèòü, ÷òî ñîîáùåíèå, õðàíÿùååñÿ â áó�åðå, íå çàêàí÷èâà-åòñÿ çàâåðøàþùèì 0. Ýòî íóæíî ó÷èòûâàòü ïðè ðåàëèçà-öèè äàííîé �óíêöèè.void (*msgok_b)(unsigned int peer_id);�óíêöèÿ âûçûâàåòñÿ ïðè ïîëó÷åíèè ïîäòâåðæäåíèÿ î äî-ñòàâêå ñîîáùåíèÿ ñîáåñåäíèêó. Àðãóìåíò peer_id ñîäåð-æèò èäåíòè�èêàòîð ïîëüçîâàòåëÿ, êîòîðîìó îòïðàâëåíîñîîáùåíèå.void (*hannel_established_b)(unsigned int peer_id);�óíêöèÿ âûçûâàåòñÿ ïîñëå óñïåøíîãî ñîçäàíèÿ ñîåäèíå-íèÿ ñ ïîëüçîâàòåëåì, èäåíòè�èêàòîð êîòîðîãî ïåðåäàåòñÿâ àðãóìåíòå peer_id.void (*hannel_failed)(unsigned int peer_id);�óíêöèÿ âûçûâàåòñÿ â ñëó÷àå, åñëè ïîïûòêà óñòàíîâèòüñîåäèíåíèå ñ ïîëüçîâàòåëåì, èäåíòè�èêàòîð êîòîðîãî ïå-ðåäàåòñÿ â àðãóìåíòå peer_id, îêàçàëàñü íåóñïåøíîé.
34ÀÒÌÊ.087.000.000 ÏÇ



Âûçîâ äàííîé �óíêöèè ïðîèñõîäèò, êîãäà çàäàííûé ïîëü-çîâàòåëü íàéäåí, ò.å. íàõîäèòñÿ â ñåòè è ñîãëàñèëñÿ íàóñòàíîâëåíèå ñîåäèíåíèÿ ñ ñîáîé, íî â ïðîöåññå ñîçäà-íèÿ ñîåäèíåíèÿ âîçíèê ñáîé: ðàçðûâ ñåòåâîãî ñîåäèíå-íèÿ, ñåðòè�èêàò ïîëüçîâàòåëÿ îêàçàëñÿ ïîääåëüíûì, ëè-áî ñáîé ïî èíûì ïðè÷èíàì.int (*aept_b)(unsigned int aller_id);�óíêöèÿ âûçûâàåòñÿ ïðè ïîëó÷åíèè çàïðîñà íà óñòàíîâ-ëåíèå ñîåäèíåíèÿ îò óäàëåííîãî ïîëüçîâàòåëÿ. Èäåíòè-�èêàòîð äàííîãî ïîëüçîâàòåëÿ ïåðåäàåòñÿ â àðãóìåíòåaller_id. Äàííàÿ �óíêöèÿ äîëæíà âåðíóòü íåíóëåâîåçíà÷åíèå, åñëè íóæíî ñîãëàñèòüñÿ íà ñîçäàíèå ñîåäèíåíèÿñ äàííûì ïîëüçîâàòåëåì, ëèáî çíà÷åíèå 0, åñëè íóæíîîòêàçàòü äàííîìó ïîëüçîâàòåëþ. Â ñëó÷àå âîçâðàòà íó-ëåâîãî çíà÷åíèÿ ñåðâåðó îòïðàâëÿåòñÿ ñîîòâåòñòâóþùååñîîáùåíèå ïðîòîêîëà, â ðåçóëüòàòå ÷åãî çàïðàøèâàþùèéïîëüçîâàòåëü ïîëó÷èò ñîîáùåíèå î òîì, ÷òî òàêîé ïîëü-çîâàòåëü íå íàéäåí. Äàííàÿ �óíêöèÿ ìîæåò áûòü èñïîëü-çîâàíà äëÿ ðåàëèçàöèè ò.í. "÷åðíûõ ñïèñêîâ", ò.å. ñïèñêîâíåæåëàòåëüíûõ ïîëüçîâàòåëåé.void (*notfound_b)(unsigned int allee_id);�óíêöèÿ âûçûâàåòñÿ ïðè ïîëó÷åíèè ñîîáùåíèÿ î òîì,÷òî âûçûâàåìûé ïîëüçîâàòåëü íå íàéäåí. Ýòî ñâèäåòåëü-ñòâóåò î òîì, ÷òî ïîëüçîâàòåëü, óêàçàííûé àðãóìåíòîìallee_id, ëèáî äåéñòâèòåëüíî íå íàéäåí, ò.å. íàõîäèòñÿâ "î��ëàéíå", ëèáî îòêàçàëñÿ îò ñîçäàíèÿ ñîåäèíåíèÿ.
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int DPIM_new_onnetion(strut sokaddr *addr,har*ert_prkey,har* password,strut DPIM_onninfo **i,har*root_ert);Îñóùåñòâëÿåò ïîäêëþ÷åíèå ê ñåðâåðó è àâòîðèçàöèþ. Àä-ðåñ ñåðâåðà çàäàåòñÿ àðãóìåíòîì addr. Ïîëÿ ñòðóêòóðû,íà êîòîðóþ óêàçûâàåò addr, äîëæíû áûòü çàïîëíåíû äîâûçîâà �óíêöèè. Àðãóìåíò ert_prkey ñîäåðæèò èìÿ�àéëà, ñîäåðæàùåãî ïåðñîíàëüíûé ñåðòè�èêàò ïîëüçîâà-òåëÿ è çàêðûòûé êëþ÷, çàêîäèðîâàííûå â �îðìàòå PEM.password ñîäåðæèò óêàçàòåëü íà ñòðîêó, õðàíÿùóþ ïà-ðîëü äëÿ çàêðûòîãî êëþ÷à. Åñëè çàêðûòûé êëþ÷ íå çà-øè�ðîâàí, òî ïàðîëü ìîæåò áûòü ïðîèçâîëüíûì. Àðãó-ìåíò i ïðåäñòàâëÿåò ñîáîé óêàçàòåëü íà ïåðåìåííóþ, âêîòîðóþ ñîõðàíÿåòñÿ àäðåñ ñòðóêòóðûDPIM_onninfo,îïèñûâàþùåé ñîåäèíåíèå ñ ñåðâåðîì. Àðãóìåíò root_ertçàäàåò èìÿ �àéëà, ñîäåðæàùåãî êîðíåâîé ñåðòè�èêàò öåí-òðà ñåðòè�èêàöèè â �îðìàòå PEM. Â ñëó÷àå óñïåøíîãîâûïîëíåíèÿ �óíêöèÿ âîçâðàùàåò çíà÷åíèå DPIM_OK.Îñòàëüíûå âîçìîæíûå çíà÷åíèÿ (êîäû îøèáîê) ïåðå÷èñ-ëåíû â çàãîëîâî÷íîì �àéëå â ïðèëîæåíèè.int DPIM_reate_hannel(strut DPIM_onninfo *i,unsignedint uid,strut DPIM_haninfo **hn);Äàííàÿ �óíêöèÿ ïðåäíàçíà÷åíà äëÿ ñîçäàíèÿ êàíàëà ñâÿ-çè ñ óêàçàííûì ïîëüçîâàòåëåì. Àðãóìåíò i çàäàåò óêàçà-òåëü íà ñòðóêòóðó, êîòîðàÿ äîëæíà áûòü çàïîëíåíà ïîñëåóñïåøíîãî âûçîâà �óíêöèè DPIM_new_onnetion.Óêàçàòåëü íà äàííóþ ñòðóêòóðó èäåíòè�èöèðóåò óïðàâëÿ-þùåå ñîåäèíåíèå ñ ñåðâåðîì. Àðãóìåíò uid çàäàåò èäåí-òè�èêàöèîííûé íîìåð ïîëüçîâàòåëÿ, ñ êîòîðûì íóæíîóñòàíîâèòü êàíàë ñâÿçè. Àðãóìåíò hn ïðåäñòàâëÿåò ñî-áîé óêàçàòåëü íà ïåðåìåííóþ, êîòîðàÿ áóäåò ïðîèíèöèà-
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ëèçèðîâàíà â ñëó÷àå óñïåøíîãî âûïîëíåíèÿ �óíêöèè. Ïå-ðåìåííàÿ áóäåò èäåíòè�èöèðîâàòü äàííûé êàíàë ñâÿçè.Â ñëó÷àå óñïåøíîãî âûïîëíåíèÿ �óíêöèÿ âåðíåò çíà÷å-íèå DPIM_OK. Îäíàêî óñïåøíîå çàâåðøåíèå �óíêöèèíå îçíà÷àåò óñïåøíîãî ñîçäàíèÿ êàíàëà. Î ðåçóëüòàòå ïî-ïûòêè ñîçäàíèÿ êàíàëà áèáëèîòåêà óâåäîìèò ïðèëîæåíèåïîñðåäñòâîì ñîîòâåòñòâóþùèõ �óíêöèé îáðàòíîãî âûçî-âà.int DPIM_read(strut DPIM_onninfo *i,int timeout);Ôóíêöèÿ îñóùåñòâëÿåò îáðàáîòêó âñåõ âõîäÿùèõ ñîîáùå-íèé, ïîëó÷åííûõ ïî ñîåäèíåíèþ ñ ñåðâåðîì, óêàçàííîìóàðãóìåíòîì i, à òàêæå ïîëó÷åííûõ ïî óñòàíîâëåííûì êà-íàëàì ñâÿçè ñ óäàëåííûìè ïîëüçîâàòåëÿìè, àññîöèèðî-âàííûìè ñ äàííûì ïîäêëþ÷åíèåì ê ñåðâåðó. Àðãóìåíòtimeout çàäàåò âðåìÿ îæèäàíèÿ â ìèêðîñåêóíäàõ. Ýòó�óíêöèþ ñëåäóåò ïåðèîäè÷åñêè âûçûâàòü â ïðîöåññå ðà-áîòû ïðèëîæåíèÿ äëÿ êàæäîãî óñòàíîâëåííîãî ñîåäèíå-íèÿ ñ ñåðâåðîì. Ïðè ïîëó÷åíèè ñîîáùåíèé äàííàÿ �óíê-öèÿ èíèöèèðóåò âûçîâ íåîáõîäèìûõ �óíêöèé îáðàòíîãîâûçîâà. Â ñëó÷àå óñïåøíîãî âûïîëíåíèÿ �óíêöèÿ âîçâðà-ùàåò çíà÷åíèå DPIM_OK. Îñòàëüíûå âîçìîæíûå çíà-÷åíèÿ (êîäû îøèáîê) ïåðå÷èñëåíû â çàãîëîâî÷íîì �àéëåâ ïðèëîæåíèè.int DPIM_send_msg(strut DPIM_haninfo *hn, har*buf,unsigned int len);Ôóíêöèÿ îñóùåñòâëÿåò îòïðàâêó òåêñòîâîãî ñîîáùåíèÿ ïîóñòàíîâëåííîìó êàíàëó ñâÿçè hn. Àðãóìåíò buf çàäàåòàäðåñ áó�åðà ñ ñîîáùåíèåì. Ñîîáùåíèå äîëæíî áûòü âêîäèðîâêå UTF8. Àðãóìåíò len îïðåäåëÿåò äëèíó ñîîáùå-íèÿ â áàéòàõ. Â ñëó÷àå óñïåøíîãî âûïîëíåíèÿ �óíêöèÿâîçâðàùàåò çíà÷åíèå DPIM_OK.
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void DPIM_lose_hannel(strut DPIM_haninfo *hn);Ôóíêöèÿ îñóùåñòâëÿåò çàêðûòèå êàíàëà ñâÿçè hn. Ôóíê-öèþ ñëåäóåò âûçûâàòü òîëüêî äëÿ óñòàíîâëåííîãî êàíàëà.Ïðè âûçîâå �óíêöèè äëÿ èäåíòè�èêàòîðà êàíàëà, ïîïûò-êà ñîçäàíèÿ êîòîðîãî áûëà íåóäà÷íîé, ïðîèçîéäåò àâà-ðèéíîå çàêðûòèå ïðèëîæåíèÿ. Òàêæå íå ñëåäóåò âûçûâàòü�óíêöèþ ïîâòîðíî äëÿ óæå çàêðûòîãî êàíàëà.void DPIM_lose_onnetion(strut DPIM_onninfo *id);Ôóíêöèÿ îñóùåñòâëÿåò çàêðûòèå ñîåäèíåíèÿ ñ ñåðâåðîìid. Äàííàÿ �óíêöèÿ çàêðûâàåò òàêæå âñå ñâÿçàííûå ñóêàçàííûì ñîåäèíåíèåì êàíàëû. Ôóíêöèþ íå ñëåäóåò âû-çûâàòü ïîâòîðíî äëÿ óæå çàêðûòîãî ñîåäèíåíèÿ.Èñõîäíûé êîä êëèåíòñêîé áèáëèîòåêè ïðèâåäåí â ïðèëîæåíèè.6.3 Ïîäêëþ÷åíèå è àâòîðèçàöèÿïîëüçîâàòåëÿÄëÿ òîãî, ÷òîáû êëèåíòñêîå ïðèëîæåíèå ñìîãëî ïîäêëþ÷èòüñÿ ê ñè-ñòåìå è ñòàòü ÷àñòüþ ðàñïðåäåëåííîé ñåòè, íåîáõîäèì ñïèñîê àäðåñîâ äåé-ñòâóþùèõ óçëîâ-ñåðâåðîâ. Ýòîò ñïèñîê äîëæåí âêëþ÷àòüñÿ â äèñòðèáóòèâêëèåíòñêîãî ïðèëîæåíèÿ. Ïðè çàïóñêå êëèåíòñêîå ïðèëîæåíèå ñ÷èòûâàåòýòîò ñïèñîê è ïûòàåòñÿ ïîäêëþ÷èòüñÿ ê êàæäîìó ñåðâåðó èç ñïèñêà. Ïîä-êëþ÷åíèå è ïîñëåäóþùàÿ àâòîðèçàöèÿ îñóùåñòâëÿåòñÿ ïóòåì âûçîâà �óíê-öèè êëèåíòñêîé áèáëèîòåêè DPIM_new_onnetion. Â ñëó÷àå óñïåøíî-ãî ïîäêëþ÷åíèÿ è àâòîðèçàöèè êëèåíòñêîå ïðèëîæåíèå ïîëó÷àåò àêòóàëüíûéíà äàííûé ìîìåíò ñïèñîê àäðåñîâ âñåõ àêòèâíûõ óçëîâ. Ïðèëîæåíèå äîëæíîñîõðàíèòü ýòîò ñïèñîê â ëîêàëüíîå õðàíèëèùå. Àëãîðèòì ïðîöåññà ïîäêëþ-÷åíèÿ è àâòîðèçàöèè ïîêàçàí â âèäå áëîê-ñõåìû íà ðèñóíêå 7. Ïîïûòêàïîäêëþ÷åíèÿ êëèåíòà ê ñèñòåìå ìîæåò îêîí÷èòüñÿ íåóäà÷íî. Åñëè ñ ìîìåí-òà âûïóñêà äèñòðèáóòèâà ïðîãðàììû ëèáî ñ ìîìåíòà ïîñëåäíåãî îáíîâëåíèÿñïèñêà ïðîøëî äîñòàòî÷íî ìíîãî âðåìåíè, ìîæåò ñëó÷èòüñÿ òàê, ÷òî íè îäèí
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�èñóíîê 7� Àëãîðèòì ïîäêëþ÷åíèÿ è àâòîðèçàöèè ïîëüçîâàòåëÿ
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èç ïåðå÷èñëåííûõ â ñïèñêå ñåðâåðîâ óæå íå äåéñòâóåò, è ïðèëîæåíèå íå ñìî-æåò ïîäêëþ÷èòüñÿ ê ñèñòåìå. Óíèâåðñàëüíîãî ñïîñîáà ðåøåíèÿ äàííîé ïðî-áëåìû íåò, ìîæíî ëèøü ïðèâåñòè íåêîòîðûå ðåêîìåíäàöèè, ïîçâîëÿþùèåýòó ïðîáëåìó èçáåæàòü. Íàïðèìåð, æåëàòåëüíî ÷òîáû ïðèëîæåíèå ðàáîòàëîáåç ïåðåðûâîâ, ò.å. êðóãëîñóòî÷íî, â ýòîì ñëó÷àå îíî âñåãäà áóäåò èìåòü àê-òóàëüíûé ñïèñîê óçëîâ. Ýòî òðåáîâàíèå äîñòàòî÷íî î÷åâèäíî äëÿ ñåðâåðíûõïðèëîæåíèé, îäíàêî îíî íå âñåãäà ïðèåìëåìî äëÿ êëèåíòîâ. Äðóãîé âàðè-àíò � ìîæíî ïóáëèêîâàòü íà êàêîì-ëèáî çàðàíåå èçâåñòíîì web-ñàéòå (ëèáîêàêèì-íèáóäü èíûì ñïîñîáîì) ïîñòîÿííî îáíîâëÿåìûé ñïèñîê àäðåñîâ óçëîâñèñòåìû.Ñëåäóåò îòìåòèòü, ÷òî ïîëüçîâàòåëü ìîæåò áûòü àâòîðèçîâàí íà áî-ëåå ÷åì îäíîì óçëå. Ñîîòâåòñòâåííî, îí ìîæåò ñîçäàâàòü êàíàëû ñâÿçè ñäðóãèìè ïîëüçîâàòåëÿìè ÷åðåç ðàçíûå óçëû. Ìíîæåñòâåííûå ïîäêëþ÷åíèÿêëèåíòîâ ñ îäíîé ñòîðîíû äàþò âîçìîæíîñòü áûñòðîãî ïåðåêëþ÷åíèÿ â ñëó-÷àå âûõîäà êàêîãî-ëèáî óçëà èç ñòðîÿ, ñ äðóãîé ñòîðîíû îíè óâåëè÷èâàþòîáùóþ íàãðóçêó óçëîâ. Ïîýòîìó íàèáîëåå îïòèìàëüíûì ñòîèò ñ÷èòàòü âàðè-àíò, êîãäà êàæäûé ïîëüçîâàòåëü ïîäêëþ÷àåòñÿ ê íå áîëåå, ÷åì 2-3 ñåðâåðàì.
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Çàêëþ÷åíèåÂ ýòîé ðàáîòå ðàññìîòðåíà ðàçðàáîòêà ðàñïðåäåëåííîé çàùèùåííîéñèñòåìû îáìåíà ìãíîâåííûìè ñîîáùåíèÿìè. Ïîëíîöåííàÿ ïðîãðàììíàÿ ðå-àëèçàöèÿ è âíåäðåíèå òàêîé ñèñòåìû ÿâëÿåòñÿ äîñòàòî÷íî òðóäîåìêèì ïðî-öåññîì, íå âõîäÿùèì â ðàìêè äàííîé ðàáîòû. Â äàííîé ðàáîòå ïðåäñòàâëåíûêëþ÷åâûå ïðèíöèïû è îñîáåííîñòè ñèñòåìû, ïðîäåìîíñòðèðîâàíà óíèêàëü-íîñòü è ý��åêòèâíîñòü ñî÷åòàíèÿ ýòèõ ïðèíöèïîâ äëÿ ñ�åðû ïðèëîæåíèéìãíîâåííîãî îáìåíà ñîîáùåíèÿìè, ðàçðàáîòàíû àëãîðèòìû, íåîáõîäèìûåäëÿ ðåàëèçàöèè îñíîâíûõ ïðîöåññîâ, ïðîòåêàþùèõ â ñèñòåìå.Ïðîåêòèðîâàíèå ðàñïðåäåëåííûõ è äåöåíòðàëèçîâàííûõ ïðèëîæåíèéâ ïîñëåäíåå âðåìÿ ÿâëÿåòñÿ îáúåêòîì ïîâûøåííîãî âíèìàíèÿ ñî ñòîðîíûèññëåäîâàòåëåé. Â íàñòîÿùåå âðåìÿ â ñåòè Èíòåðíåò ðàçâåðíóòî áîëüøîåêîëè÷åñòâî ðàñïðåäåëåííûõ ñèñòåì ðàçëè÷íîãî íàçíà÷åíèÿ, êàê ïîëíîñòüþäåöåíòðàëèçîâàííûõ, òàê è èìåþùèõ öåíòðàëèçîâàííûå ñòðóêòóðíûå ÷àñòè.Ñþäà âõîäÿò �àéëîîáìåííûå ïèðèíãîâûå ñåòè, ïðîåêòû ðàñïðåäåëåííûõ âû-÷èñëåíèé, à òàêæå ðàçëè÷íûå áîòíåòû, îðãàíèçîâàííûå èç çàðàæåííûõ òðî-ÿíñêèìè ïðîãðàììàìè êîìïüþòåðîâ,ïðèìåíÿåìûå äëÿ ðàññûëêè ñïàìà è îð-ãàíèçàöèè DDoS-àòàê.Îáîáùàÿ âûøåñêàçàííîå, ìîæíî óâåðåíî ñ÷èòàòü òåìó äàííîé âû-ïóñêíîé êâàëè�èêàöèîííîé ðàáîòû àêòóàëüíîé è âåñüìà èíòåðåñíîé.
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Ïðèëîæåíèå ÀÍèæå ïðèâåäåí èñõîäíûé êîä êëèåíòñêîé áèáëèîòåêè.Ôàéë DPIM_lient.h:#ifndef DPIM_CLIENT_H#de�ne DPIM_CLIENT_H#inlude <openssl/rypto.h>#inlude <openssl/x509.h>#inlude <openssl/pem.h>#inlude <openssl/ssl.h>#inlude <openssl/err.h>#ifdef WIN32#inlude <windows.h>#inlude <winsok2.h>#else#inlude <sys/types.h>#inlude <sys/soket.h>#inlude <netinet/in.h>#inlude <arpa/inet.h>#inlude <netdb.h>#de�ne SOCKET int#de�ne SOCKET_ERROR -1#endif#de�ne DPIM_MSGOK 3#de�ne DPIM_MSGUTF8 2#de�ne DPIM_NEWCHAN 1#de�ne DPIM_OK 0#de�ne DPIM_ERRINVARG -1#de�ne DPIM_ERRNOMEM -2#de�ne DPIM_ERRSSL -3#de�ne DPIM_ERRSOCK -4#de�ne DPIM_ERRSERV -5#de�ne DPIM_ERRVERDIFFER -6#de�ne DPIM_ERRNOTFOUND -7#de�ne DPIM_ERRNOPEERCERT -8#de�ne DPIM_ERRINVPEERCERT -9#de�ne DPIM_ERRDISCONNECT -10#de�ne DPIM_ERRINVCERT -11#de�ne DPIM_ERRMSGSIZE -12
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#de�ne DPIM_CHNMSGBUFLEN 104#de�ne DPIM_CHANSTATE_ACTIVE 13strut DPIM_onninfo;strut DPIM_haninfo;strut DPIM_onninfo{#warning "sokaddr!"strut sokaddr_in srv_addr; // sokaddr !!unsigned int id;SSL_CTX* tx;SOCKET sk_omm;SSL* ssl_omm;//ñåðòè�èêàò êëèåíòàunsigned har r_buf[128℄;unsigned int r_pos;strut DPIM_haninfo *han_list_head;strut DPIM_haninfo *han_list_end;};strut DPIM_haninfo{//ñîåäèíåíèå ñ ñåðâåðîì, ÷åðåç êîòîðîå óñòàíîâëåí äàííûé ëîãè÷åñêèé êàíàë ñâÿçèstrut DPIM_onninfo *onn;unsigned int peer_id;//íîìåð ñîáåñåäíèêàSOCKET sk_data;SSL *ssl;//1 åñëè ñîçäàíèå êàíàëà èíèöèèðîâàíî ëîêàëüíûì êëèåíòîì, 0 - åñëè ñîáåñåäíèêîìint outgoing;X509 *peer_ert;unsigned har msgbuf[DPIM_CHNMSGBUFLEN℄;strut DPIM_haninfo *next;strut DPIM_haninfo *prev;int state;};strut DPIM_lient_allbaks{//ïîëó÷åíèå ñîîáùåíèÿ.void (*newmsg_b)(unsigned int peer_id,har* msgbuf,unsigned int nb,int type);//ïîëó÷åíèå ïîäòâåðæäåíèÿ î äîñòàâêå ñîîáùåíèÿvoid (*msgok_b)(unsigned int peer_id);//ñîçäàíèå êàíàëà ñ ñîáåñåäíèêîìvoid (*hannel_established_b)(unsigned int peer_id);//ñîçäàòü êàíàë íå óäàëîñüvoid (*hannel_failed)(unsigned int peer_id);
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//âõîäÿùèé çàïðîñ íà ñîçäàíèå êàíàëà îò ïîëüçîâàòåëÿ ñ íîìåðîì aller_idint (*aept_b)(unsigned int aller_id);//çàïðîøåííûé ïîëüçîâàòåëü íå íàéäåí, â î��ëàéíå èëè îòêàçàëñÿ îò îáùåíèÿvoid (*notfound_b)(unsigned int allee_id);};int DPIM_lient_init(strut DPIM_lient_allbaks *lbs);int DPIM_new_onnetion(strut sokaddr *addr,har* ert_prkey,har* password,strut DPIM_onninfo **i,har* root_ert);int DPIM_reate_hannel(strut DPIM_onninfo *i,unsigned int uid,strut DPIM_haninfo **hn);int DPIM_read_onn(strut DPIM_onninfo *i /* ,int (*aept_b)(unsigned int aller_id),strut DPIM_haninfo **nhn */);int DPIM_read(strut DPIM_onninfo *i,int timeout);int DPIM_send_msg(strut DPIM_haninfo *hn, har *buf,unsigned int len);int DPIM_read_msg(strut DPIM_haninfo *hn,har *buf,unsigned int *n);void DPIM_lose_hannel(strut DPIM_haninfo *hn);void DPIM_lose_onnetion(strut DPIM_onninfo *id);#endif Ôàéë DPIM_lient.:#inlude "DPIM_lient.h"#inlude "DPIM_proto.h"#inlude "DPIM_msgpro.h"#ifdef NO_RAND_DEV#inlude "DPIM_rand_seed.h"#endif#ifdef WIN32#de�ne lose losesoket#de�ne SHUT_RDWR SD_BOTH#endif#de�ne DPIM_DEBUG // debug
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#ifdef DPIM_DEBUG#inlude <stdio.h>#endif//stati SSL_CTX* tx;unsigned har __hellomsg[4℄={0xCA,0xCA,DPIM_PROTO_VER_HIGH,DPIM_PROTO_VER_LOW};har _msgbuf[65536℄;//stati strut DPIM_lient_allbaks _l_bs;stati unsigned int promsg_CONNREQINC(unsigned har*,unsigned int,void*);stati unsigned int promsg_NOTFOUND(unsigned har*,unsigned int,void*);stati unsigned int promsg_FOUND(unsigned har*,unsigned int,void*);#de�ne MSGINFO_COMM_MSGSNUM 3strut DPIM_msginfo_msginfo_omm[MSGINFO_COMM_MSGSNUM℄={{DPIM_PROTO_CONNREQINC,DPIM_MSG_FIXED_SIZE,6,promsg_CONNREQINC},{DPIM_PROTO_NOTFOUND,DPIM_MSG_FIXED_SIZE,6,promsg_NOTFOUND},{DPIM_PROTO_FOUND,DPIM_MSG_FIXED_SIZE,6,promsg_FOUND}};stati int pem_passwd_b(har *buf, int size, int rw�ag, void *userdata){strnpy(buf, (har *)(userdata), size);buf[size - 1℄ = 0;return(strlen(buf));}//�óíêöèÿ âîçâðàùàåò íîìåð êëèåíòà id â áèíàðíîì âèäå,//èçâëåêàÿ åãî èç ñòðîêè,//êîòîðàÿ âîçâðàùàåòñÿ �óíêöèåé X509_NAME_oneline//è ïðåäñòàâëÿåò ñîáîé DN èç ñåðòè�èêàòà êëèåíòàstati int get_id_fromsubjstr(har* DN_str,unsigned int* id){har* tmp1;har* tmp2;tmp1=strstr(DN_str,"/CN=");if (!tmp1)return 0;tmp2=strhr(tmp1,'#');
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if (!tmp2)return 0;*tmp2=0;tmp1+=4;if (tmp1==tmp2)return 0;*id=(unsigned int)strtol(tmp1,0,10);*tmp2='#';return 1;}stati int add_haninfo(strut DPIM_onninfo *i,strut DPIM_haninfo **hn,unsigned int uid,int is_outgoing){strut DPIM_haninfo *hnl,*ipt;hnl=*hn=(strut DPIM_haninfo*)allo(sizeof(strut DPIM_haninfo),1);if (!hnl)return 0;//ERR_CHECKhnl->onn=i;hnl->outgoing=is_outgoing;hnl->peer_id=uid;if (i->han_list_head){i->han_list_end->next=hnl;hnl->prev=i->han_list_end;i->han_list_end=hnl;}else{i->han_list_head=hnl;i->han_list_end=hnl;}return 1;}stati int establish_data_onnetion(strut DPIM_haninfo *hnl){har* DN_str;unsigned har buf[12℄;
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int ret,err_ret;unsigned int tmp_uid;hnl->sk_data=soket(AF_INET, SOCK_STREAM, IPPROTO_TCP);{strut sokaddr_in addr=hnl->onn->srv_addr;addr.sin_port = htons(ntohs(addr.sin_port)+1);ret=onnet(hnl->sk_data,(strut sokaddr*)&addr,sizeof(strut sokaddr_in));if (ret==SOCKET_ERROR){err_ret=DPIM_ERRSOCK;goto error_ret;}}//à òåïåðü íàäî îòïðàâèòü DPIM_PROTO_CONNIDbuf[0℄=buf[1℄=DPIM_PROTO_CONNID;if (hnl->outgoing){*(unsigned int*)(buf+2)=hnl->onn->id;//âûçâûâàþùèé*(unsigned int*)(buf+6)=hnl->peer_id;//âûçûâàåìûé}else{puts("allee CONNID");//debug*(unsigned int*)(buf+2)=hnl->peer_id;//âûçâûâàþùèé*(unsigned int*)(buf+6)=hnl->onn->id;//âûçûâàåìûé}ret=send(hnl->sk_data,buf,DPIM_PROTO_CONNID_SIZE,0);if (ret!=DPIM_PROTO_CONNID_SIZE){err_ret=DPIM_ERRSOCK;goto error_ret;}hnl->ssl=SSL_new(hnl->onn->tx);if (!hnl->ssl){puts("SSL_new !- 0");//debugerr_ret=DPIM_ERRSSL;goto error_ret;}
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ret=SSL_set_fd(hnl->ssl,hnl->sk_data);if (!ret){puts("SSL_set_fd returned 0");//debugerr_ret=DPIM_ERRSSL;goto error_ret_;}SSL_set_verify(hnl->ssl, SSL_VERIFY_PEER,0);if (hnl->outgoing)ret=SSL_onnet(hnl->ssl);elseret=SSL_aept(hnl->ssl);printf("verify result:%i\n",SSL_get_verify_result(hnl->ssl));//debugif (ret!=1){printf("ret=%i of SSL_onnet or aept\n",ret);//debugprintf("SSL_get_error says:%i\n",SSL_get_error(hnl->ssl,ret));//debugerr_ret=DPIM_ERRSSL;goto error_ret_;}//ïðîâåðèòü ñåðòè�èêàò ñîáåñåäíèêàhnl->peer_ert=SSL_get_peer_erti�ate(hnl->ssl);if (!hnl->peer_ert){err_ret=DPIM_ERRNOPEERCERT;goto error_ret_;}DN_str=X509_NAME_oneline(X509_get_subjet_name(hnl->peer_ert), 0, 0);if (!DN_str){puts("no DN_str");//debugerr_ret=DPIM_ERRSSL;goto error_ret_;}if (!get_id_fromsubjstr(DN_str,&tmp_uid) || tmp_uid!=hnl->peer_id){err_ret=DPIM_ERRINVPEERCERT;goto error_ret_;
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}puts(DN_str);//debugOPENSSL_free(DN_str);hnl->state=DPIM_CHANSTATE_ACTIVE;return DPIM_OK;error_ret_:error_ret:_l_bs.hannel_failed(hnl->peer_id);DPIM_lose_hannel(hnl);return err_ret;}stati unsigned int promsg_CONNREQINC(unsigned har* buf,unsigned int nb,void* p){int ret;strut DPIM_onninfo *i=(strut DPIM_onninfo *)p;if (_l_bs.aept_b(*(unsigned int*)(buf+2))){strut DPIM_haninfo *_hnl;unsigned har sbuf[6℄={DPIM_PROTO_CONNALLOW,DPIM_PROTO_CONNALLOW};*(unsigned int*)(sbuf+2)=*(unsigned int*)(buf+2);ret=SSL_write(i->ssl_omm,sbuf,6);if (ret!=6){printf("ret=%i SSL_write ----\n",ret);//debugreturn 0;}ret=add_haninfo(i,&_hnl,*(unsigned int*)(buf+2),0);if (!ret)return 0; //ERR_CHECK - êîí÷èëàñü ïàìÿòüret=establish_data_onnetion(_hnl);if (ret!=DPIM_OK)return 0;_l_bs.hannel_established_b(_hnl->peer_id);//*nhn=_hnl;return 1;
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}else{unsigned har sbuf[6℄={DPIM_PROTO_CONNDENY,DPIM_PROTO_CONNDENY};*(unsigned int*)(sbuf+2)=*(unsigned int*)(buf+2);ret=SSL_write(i->ssl_omm,sbuf,6);if (ret!=6)return 0;//ERR_CHECK}}stati unsigned int promsg_NOTFOUND(unsigned har* buf,unsigned int nb,void* p){strut DPIM_onninfo *i=(strut DPIM_onninfo *)p;strut DPIM_haninfo *ipt,*rq=0;puts("promsg_NOTFOUND");//debugipt=i->han_list_end;while(ipt){if (ipt->peer_id==*(unsigned int*)(buf+2)){rq=ipt;break;}ipt=ipt->prev;}if (!rq)return 0;// ERR_CHECK -ëåâîå ñîîáùåíèå, òàêîé çàïðîñ íå ïîñûëàëñÿputs("promsg_NOTFOUND_hkp0");//debugDPIM_lose_hannel(rq);puts("promsg_NOTFOUND_hkp1");//debug_l_bs.notfound_b(*(unsigned int*)(buf+2));return 1;}stati unsigned int promsg_FOUND(unsigned har* buf,unsigned int nb,void* p){strut DPIM_onninfo *i=(strut DPIM_onninfo *)p;strut DPIM_haninfo *ipt,*rq=0;int ret;ipt=i->han_list_end;
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while(ipt){if (ipt->peer_id==*(unsigned int*)(buf+2)){rq=ipt;break;}ipt=ipt->prev;}if (!rq)return 0;// ERR_CHECK -ëåâîå ñîîáùåíèå, òàêîé çàïðîñ íå ïîñûëàëñÿret=establish_data_onnetion(rq);if (ret!=DPIM_OK)return 0;_l_bs.hannel_established_b(rq->peer_id);//*nhn=_hnl;return 1;}int DPIM_lient_init(strut DPIM_lient_allbaks *lbs){strut sokaddr_in sd;if (!lbs)return 0;_l_bs=*lbs;SSL_load_error_strings();SSL_library_init();#ifdef WIN32WSADATA wsd;WSAStartup(MAKEWORD(2,2),&wsd);#endif#ifdef NO_RAND_DEVDPIM_rand_seed();#endifreturn 1;}/*àäðåñ ñåðâåðà, ñåðòè�èêàò êëèåíòà è çàêðûòûé êëþ÷*/
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//Îñóùåñòâëÿåò ïîäêëþ÷åíèå ê ñåðâåðó ïî óêàçàííîìó àäðåñó.//Àðãóìåíòû://addr - àäðåñ ñåðâåðà (íîìåð ïîðòà, óêàçàííûé â ñòðóêòóðå,//îòíîñèòñÿ ê óïðàâëÿþùåìó ñîåäèíåíèþ.//Äëÿ ñîåäèíåíèé, ïî êîòîðûì ïåðåäàþòñÿ ñîîáùåíèÿ,//èñïîëüçóåòñÿ ïîðò ñ íîìåðîì íà åäèíèöó áîëüøå)//ert_pkey - èìÿ �àéëà, êîòîðûé ñîäåðæèò ñåðòè�èêàò//êëèåíòà è åãî çàêðûòûé êëþ÷ â �îðìàòå PEM//password - ïàðîëü, êîòîðûì çàøè�ðîâàí çàêðûòûé êëþ÷//i -óêàçàòåëü íà óêàçàòåëü íà ñòðóêòóðó DPIM_onninfo,//êîòîðûé áóäåò ïðîèíèöèàëèçèðîâàí ïðè óñïåøíîì//âûïîëíåíèè �óíêöèè//Ïàìÿòü, âûäåëåííàÿ ïîä ñòðóêòóðó, îñâîáîæäàåòñÿ ïðè//âûçîâå DPIM_lose_onnetion//root_ert - èìÿ �àéëà, ñîäåðæàùåãî êîðíåâîé ñåðòè�èêàò//ñåòè, ê êîòîðîé îñóùåñòâëÿåòñÿ ïîäêëþ÷åíèå//Âîçâðàùàåìîå çíà÷åíèå - êîä çàâåðøåíèÿ//DPIM_OK - óñïåøíîå çàâåðøåíèå �óíêöèè//....int DPIM_new_onnetion(strut sokaddr_in *addr,har* ert_prkey,har* password,strut DPIM_onninfo **i,har* root_ert){int ret,ret_err;strut DPIM_onninfo *id;if (!(addr && ert_prkey && i))return DPIM_ERRINVARG;id=*i=(strut DPIM_onninfo*)allo(sizeof(strut DPIM_onninfo),1);if (!id)return DPIM_ERRNOMEM;id->tx=SSL_CTX_new(TLSv1_method());if (!id->tx){ret_err=DPIM_ERRSSL;goto error_ret;}////<<SSL_CTX_set_default_passwd_b(id->tx, pem_passwd_b);SSL_CTX_set_default_passwd_b_userdata(id->tx,password);ret=SSL_CTX_use_erti�ate_�le(id->tx,ert_prkey,SSL_FILETYPE_PEM);if (ret!=1){//ERR_CHECKret_err=DPIM_ERRSSL;
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goto error_ret;}ret=SSL_CTX_use_PrivateKey_�le(id->tx,ert_prkey,SSL_FILETYPE_PEM);if (ret!=1){//ERR_CHECKret_err=DPIM_ERRSSL;goto error_ret;}////<<ret=SSL_CTX_load_verify_loations(id->tx,root_ert,0/*"trustedCA/"*/);printf("loadverifyloations ret=%i\n",ret);//debugSSL_CTX_set_lient_CA_list(id->tx,SSL_load_lient_CA_�le(root_ert));{har *DN_str;X509 *x;FILE *f;f=fopen(ert_prkey,"r");x=PEM_read_X509(f,0,0,0);flose(f);DN_str=X509_NAME_oneline(X509_get_subjet_name(x), 0, 0);if (!get_id_fromsubjstr(DN_str,&id->id)){ret_err=DPIM_ERRINVCERT;goto error_ret;}printf("my id is %u\n",id->id);//debugputs(DN_str);//debugOPENSSL_free(DN_str);}id->ssl_omm=SSL_new(id->tx);printf("1\n");//debugif (!id->ssl_omm){ret_err=DPIM_ERRSSL;goto error_ret;}id->srv_addr=*addr;
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id->sk_omm=soket(AF_INET, SOCK_STREAM, IPPROTO_TCP);if (id->sk_omm==SOCKET_ERROR){ret_err=DPIM_ERRSOCK;goto error_ret;}printf("2\nid->sk_omm=%i\n",id->sk_omm);//debugret=onnet(id->sk_omm,(strut sokaddr*)addr,sizeof(strut sokaddr_in));printf("ret=%i\n",ret);//debugif (ret==SOCKET_ERROR){ret_err=DPIM_ERRSOCK;goto error_ret;}printf("3\n");//debugprintf("sk=%i buf=%X \n",id->sk_omm,__hellomsg);//debugret=send(id->sk_omm,__hellomsg,4,0);printf("ret=%i\n",ret);//debugif (ret!=4){free(id);*i=0;return DPIM_ERRSOCK;}printf("4\n");//debug{//öèêë ÷òåíèÿ. Âûíåñòè â îäíó îáùóþ �óíêöèþ?unsigned int rsize=0xFFFFFFFF;do{ret=rev(id->sk_omm,id->r_buf+id->r_pos,128,0);if (ret>0){id->r_pos+=ret;if (rsize==0xFFFFFFFF && id->r_pos>2){if (id->r_buf[0℄==id->r_buf[1℄){swith (id->r_buf[0℄)
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{ase DPIM_PROTO_INITRESPOK:rsize=3+id->r_buf[2℄;break;ase DPIM_PROTO_VERDIFFER:rsize=4;break;default:{#warning "lose! soket"free(id);*i=0;printf("unknown message!\n");//debugreturn DPIM_ERRSERV;}}}else{printf("invalid message!\n");//debug#warning "lose! soket"free(id);*i=0;return DPIM_ERRSERV;}}}else{#warning "lose! soket"free(id);*i=0;return DPIM_ERRSOCK;}}while(id->r_pos<rsize);}id->r_pos=0;printf("5\n");//debugif (id->r_buf[0℄==DPIM_PROTO_VERDIFFER){shutdown(id->sk_omm,SHUT_RDWR);lose(id->sk_omm);free(id);*i=0;return DPIM_ERRVERDIFFER;}
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printf("6\n");//debugret=SSL_set_fd(id->ssl_omm,id->sk_omm);printf("SSL_set_fd=%i\n",ret);ret=SSL_aept(id->ssl_omm);if (ret!=1){ret_err=DPIM_ERRSSL;goto error_ret;}return DPIM_OK;error_ret:{printf("SSL_free(%X) 2\n",id->ssl_omm);//debugSSL_free(id->ssl_omm);////---!!!SSL_CTX_free(id->tx);free(id);*i=0;return ret_err;}}//ñîçäàåò ÈÑÕÎÄßÙÈÉ ëîãè÷åñêèé çàøè�ðîâàííûé êàíàë//ñâÿçè ñ óêàçàííûì ñîáåñåäíèêîì, åñëè òîò äîñòóïåí// â äàííûé ìîìåíò.int DPIM_reate_hannel(strut DPIM_onninfo *i,unsigned int uid,strut DPIM_haninfo **hn){strut DPIM_haninfo *hnl;har* DN_str;unsigned har buf[12℄;int ret,err_ret;if (!(i && hn))return DPIM_ERRINVARG;if (!add_haninfo(i,hn,uid,1))
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return DPIM_ERRNOMEM;hnl=*hn;buf[0℄=buf[1℄=DPIM_PROTO_CONNREQOUTG;*(unsigned int*)(buf+2)=uid;ret=SSL_write(i->ssl_omm,buf,DPIM_PROTO_CONNREQOUTG_SIZE);if (ret!=DPIM_PROTO_CONNREQOUTG_SIZE){//free(hnl);return DPIM_ERRSSL;}i->r_pos=0;return DPIM_OK;}int DPIM_read(strut DPIM_onninfo *i,int timeout){fd_set fds;strut timeval tv={0,1000};strut DPIM_haninfo *ipt;int ret,nfds;tv.tv_use=timeout;FD_ZERO(&fds);nfds=i->sk_omm;FD_SET(i->sk_omm,&fds);ipt=i->han_list_head;while(ipt){if (ipt->state==DPIM_CHANSTATE_ACTIVE){FD_SET(ipt->sk_data,&fds);if (ipt->sk_data>nfds)nfds=ipt->sk_data;}ipt=ipt->next;}ret=selet(nfds+1,&fds,0,0,&tv);
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if (ret>0){if (FD_ISSET(i->sk_omm,&fds)){ret=DPIM_read_onn(i);if (ret!=DPIM_OK)return ret;}ipt=i->han_list_head;while(ipt){if (ipt->state==DPIM_CHANSTATE_ACTIVE){if (FD_ISSET(ipt->sk_data,&fds)){unsigned int msglen;ret=DPIM_read_msg(ipt,_msgbuf,&msglen);swith(ret){ase DPIM_MSGUTF8:_l_bs.newmsg_b(ipt->peer_id,_msgbuf,msglen,DPIM_MSGUTF8);break;ase DPIM_MSGOK:_l_bs.msgok_b(ipt->peer_id);break;default://ERR_CHECKbreak;}}}ipt=ipt->next;}}return DPIM_OK;}//�óíêöèÿ ÷èòàåò è îáðàáàòûâàåò äàííûå,//ïðèõîäÿùèå îò ñåðâåðà ïî óïðàâëÿþùåìó ñîåäèíåíèþ.int DPIM_read_onn(strut DPIM_onninfo *i){int ret;
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ret=SSL_read(i->ssl_omm,i->r_buf+i->r_pos,128-i->r_pos);if (!ret)return DPIM_ERRSSL;if (ret<0)swith(SSL_get_error(i->ssl_omm,ret)){ase SSL_ERROR_WANT_WRITE:ase SSL_ERROR_WANT_READ:break;default:return DPIM_ERRSSL;}if (ret>0){i->r_pos+=ret;while(i->r_pos){unsigned int uret;uret=DPIM_msggetsize(i->r_buf,i->r_pos,_msginfo_omm,MSGINFO_COMM_MSGSNUM);if (!uret)return DPIM_ERRSERV;if (uret > i->r_pos)break;if (!DPIM_proessmsg(i->r_buf,i->r_pos,i,_msginfo_omm,MSGINFO_COMM_MSGSNUM))return DPIM_ERRSERV;i->r_pos-=uret;mempy(i->r_buf,i->r_buf+uret,i->r_pos);//ñäâèã ñîäåðæèìîãî áó�åðà ê íà÷àëó}}return DPIM_OK;}int DPIM_send_msg(strut DPIM_haninfo *hn, har *buf,unsigned int len){unsigned int n,slen=4;int ret;
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if (len>65535)return DPIM_ERRMSGSIZE;hn->msgbuf[0℄=hn->msgbuf[1℄=DPIM_PROTO_MSGUTF8;*(unsigned int*)(hn->msgbuf+2)=len;// BIG_ENDIAN !!! ???n=len;if (n> (DPIM_CHNMSGBUFLEN-4))n=DPIM_CHNMSGBUFLEN-4;mempy(hn->msgbuf+4,buf,n);slen+=n;ret=SSL_write(hn->ssl,hn->msgbuf,slen);if (ret!=slen)return DPIM_ERRSSL;if (n!=len){slen=len-n;ret=SSL_write(hn->ssl,buf+n,slen);if (ret!=slen)return DPIM_ERRSSL;}return DPIM_OK;}//�óíêöèÿ îïðîñà íàëè÷èÿ âõîäÿùåãî ñîîáùåíèÿ//Áó�åð äîëæåí èìåòü ðàçìåð 64êá//Âîçâðàùàåò êîë-âî ïîëó÷åííûõ áàéòîâ ñîîáùåíèÿ//÷åðåç óêàçàòåëü n// âîçâðàùàåìîå çíà÷åíèå - òèï ïîëó÷åííîãî//ñîîáùåíèÿ èëè êîä îøèáêèint DPIM_read_msg(strut DPIM_haninfo *hn,har *buf,unsigned int *n){int ret,br=0;unsigned int msglen;if (!buf)return DPIM_ERRINVARG;do{ret=SSL_read(hn->ssl,hn->msgbuf+br,4-br);if (ret>0)br+=ret;
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elsereturn DPIM_ERRSSL;}while(br<4);if (hn->msgbuf[0℄!=hn->msgbuf[1℄)return DPIM_ERRSERV;puts("n read_msg");//debugswith(hn->msgbuf[0℄){ase DPIM_PROTO_MSGUTF8:msglen=(*(unsigned int*)(hn->msgbuf+2)) & 0xFFFF;br=0;do{ret=SSL_read(hn->ssl,buf+br,msglen-br);if (ret>0)br+=ret;elsereturn DPIM_ERRSSL;}while(br<msglen);*n=msglen;hn->msgbuf[0℄=hn->msgbuf[1℄=DPIM_PROTO_MSGOK;ret=RAND_bytes(hn->msgbuf+2, 2);printf("RAND_bytes ret=%i\n",ret);SSL_write(hn->ssl,hn->msgbuf,4);return DPIM_MSGUTF8;break;ase DPIM_PROTO_MSGOK:return DPIM_MSGOK;break;//ase ping}}void DPIM_lose_hannel(strut DPIM_haninfo *hn){strut DPIM_haninfo *ipt;puts("DPIM_lose_hannel");//debug
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ipt=hn->onn->han_list_head;puts("DPIM_lose_hannel_hkp0");//debugwhile(ipt){if (ipt==hn){if (ipt->next)ipt->next->prev=ipt->prev;elsehn->onn->han_list_end=ipt->prev;if (ipt->prev)ipt->prev->next=ipt->next;elsehn->onn->han_list_head=ipt->next;break;}ipt=ipt->next;}puts("DPIM_lose_hannel_hkp1");//debugif (hn->peer_ert)X509_free(hn->peer_ert);puts("DPIM_lose_hannel_hkp2");//debugif (hn->ssl)SSL_shutdown(hn->ssl);puts("DPIM_lose_hannel_hkp3");//debugif (hn->ssl){printf("3 SSL_free(%X)\n",hn->ssl);//debugSSL_free(hn->ssl);}puts("DPIM_lose_hannel_hkp4");//debugshutdown(hn->sk_data,SHUT_RDWR);puts("DPIM_lose_hannel_hkp5");//debuglose(hn->sk_data);puts("DPIM_lose_hannel_hkp6");//debugfree(hn);puts("DPIM_lose_hannel_hkp7");//debug}void DPIM_lose_onnetion(strut DPIM_onninfo *id){
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strut DPIM_haninfo *ipt;ipt=id->han_list_head;while(ipt)DPIM_lose_hannel(ipt);SSL_shutdown(id->ssl_omm);printf("4 SSL_free(%X)\n",id->ssl_omm);//debugSSL_free(id->ssl_omm);shutdown(id->sk_omm,SHUT_RDWR);lose(id->sk_omm);SSL_CTX_free(id->tx);free(id);}
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